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Studying the Resilience of Steganography Algorithms to Detection by Neural
Networks

Abstract:

This study analyzes the resilience of steganography algorithms used in the spatial domain against
detection using steganalysis deep learning models. We evaluate the impact of geometric transformations
on the robustness against detection. The study investigates the effect of image transformations on the
embedded message integrity and, more importantly, on the detectability of the algorithms by different
models. Proven CNN models, as EfficientNet and SRNet with a Convolutional Block Attention Module,
were used to compare detectability after different transformations. As expected, the embedded messages
were significantly corrupted, while the models were still able to identify their presence. Introducing noise
before embedding reduced detectability and increased robustness of steganographic algorithms.
Alongside common LSB and modern S-UNIWARD, evaluating a spatial color space embedding
algorithm, previously unknown to the model, significantly decreased accuracy. Due to the complex
impact of the Color Space algorithm on uniform areas and smooth color transitions, we observe a higher
number of false positives after fine-tuning models. Nevertheless, accuracy and generalization were
increased to expected levels consistent with another modern research. The results underscore the need
to focus on developing models that can withstand real-world image alterations, as well as improve
detection capabilities to keep up with unseen stenographic methods. In practice, this will help
practitioners select detection models best suited for operational environments and support future
advancements in detection model development and design.
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BER is Bit Error Rate,

ByER is Byte Error Rate,

LSB is Least Significant Bit,

CBAM is Convolutional Block Attention Module,

CNN s are Convolutional Neural Networks,

S — UNIWARD is Spatial Universal Wavelet Relative Distortion,
STC is Syndrome Trellis Code.

Introduction

The rising frequency of digital data exchange highlights the demand for reliable steganalysis
methods to mitigate potential threats. High data volumes further increase the risk of unsolicited
data ingestion. To enhance the security of data pipelines against attacks, there is a necessity to
explore the resilience of embedding algorithms not only against attacks but also against
detection. This work continues and extends our earlier research (Hasilin & Zhuravel, 2025) about
the level of resilience to transformations. While trying to add a new dimension to comparison
by analyzing robustness to detection. The range of CNN models under consideration was
narrowed based on the findings of Alrusaini (2025). The two best-performing models identified
in that study were used as a starting point, with further exploration aimed at extending support
for additional environments—particularly in detecting a broader range of color space—based
methods.

The subject of the study is the resilience of spatial-domain steganography algorithms—
specifically LSB, S-UNIWARD, and color-space methods—to detection by deep learning
models such as EfficientNet and SRNet with Convolutional Block Attention Modules.

The object of the study is the process of information concealment and detection within
digital images, particularly the interaction between steganographic algorithms and neural-
network-based steganalysis models.

The study aims to evaluate and compare the robustness of contemporary steganographic
algorithms against neural network detection, focusing on the effects of image transformations,
dataset diversity, and model fine-tuning on detectability and message integrity.

To achieve this aim, the study pursues the following objectives:

— analyze existing approaches to steganography and steganalysis in the context of deep
learning development;

— assess the resilience of spatial-domain and colour-space steganographic methods under
geometric and noise-based image transformations;

—  compare the detection performance of different CNN architectures, including EfficientNet
and SRNet-CBAM, in identifying hidden messages;

— examine the influence of dataset composition and fine-tuning on detection robustness and
false-positive rates;

— identify optimal conditions for achieving a balance between detection resistance and

message integrity in real-world scenarios.

Methods
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Steganalysis is the process of detecting hidden messages within digital media. Initially, it
relied on statistical analysis, which examined anomalies in pixel distribution. However, these
methods were not effective against modern steganographic techniques.

The field evolved significantly with the introduction of deep learning models. Early CNN-
based models, such as Xu-Net and Yedroudj-Net, automated the feature extraction process but
were vulnerable to common image transformations like compression and resizing.

Later, more advanced architectures emerged to address these vulnerabilities. ResNet
introduced residual connections, which help preserve deep feature representations and prevent
information loss within the network. This makes it more robust for steganographic detection.
EfficientNet uses a compound scaling method to optimize its depth, width, and resolution
simultaneously. It also incorporates squeeze-and-excitation SE layers to dynamically adjust
feature importance. These features provide exceptional resilience against image transformations,
enabling the model to maintain detection accuracy even after an image has been altered
(Alrusaini, 2025).

In the research, a subset of images from various well-known datasets was used to cover as
many variations as possible. The de facto standard is the BOSSBase dataset, which is a grayscale
image dataset specifically designed for steganography and steganalysis research. We did not
consider it, as one of the methods under research relies on color space (Margalikas &
Ramananskaité, 2019).

COCO, which stands for Common Objects in Context, is a diverse dataset designed for
object detection, classification, and context understanding. It includes more than 300,000 images
with complex, real-world scenes and multiple labeled objects. The images are in color and vary
in resolution. In steganography, COCO is often used because of its variety and realistic content
(Lin et al., 2014).

ImageNet is an image database organized according to the WordNet hierarchy (Deng e al.,
2009). 1t contains over 10 million labeled images covering thousands of object classes. The
images are in color and come from diverse sources. In steganography research, subsets of
ImageNet are used for training deep neural networks to detect embedded data, taking advantage
of the dataset’s scale (Deng et al., 2009).

DIV2K is a high-quality image dataset primarily used in image SR tasks. It consists of 1,000
images with 2K resolution, meaning they are very detailed and suitable for tasks requiring high
visual fidelity. In the context of steganography, DIV2K is used to test how well embedding
algorithms perform on high-resolution, high-quality images (17ofte et al., 2017).

We’ve used an equal number of images, 10,000, from the first two datasets mentioned
above, to cover them equally. The entire DIV2k dataset was added to make the initial image
resolution even more versatile. The initial training dataset, for fine-tuning, was created by scaling
all images to the required size, and 10% of the images included embedding using the LSB
method.

Literature Review
The growing sophistication of steganography and steganalysis reflects the ongoing
competition between concealment and detection technologies. Farly research in this field was
dominated by statistical methods focused on pixel distribution irregularities (Abde/Raouf, 20217).
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However, such approaches lost relevance with the emergence of adaptive steganographic
algorithms capable of mimicking natural image statistics. The introduction of Least Significant Bit
(LSB) substitution marked a significant milestone in spatial-domain steganography but
simultaneously exposed fundamental vulnerabilities to compression and transformation (Apau
et al., 2024). Subsequent developments such as S-UNIWARD, which embed information in
textured or noisy areas, demonstrated greater resistance to visual and statistical detection by
adapting to local image characteristics (Holub et al., 2014).

The modern phase of research is increasingly defined by the use of deep learning in
steganalysis. CNNs such as Xu-Net and Yedroudj-Net automated the feature extraction process,
outperforming classical detectors based on handcrafted features (Chaumont, 2020). Nevertheless,
these models proved sensitive to geometric transformations, including scaling, rotation, and
compression (Hasilin & Zburavel, 2025). To address such weaknesses, architectures such as
ResNet and EfficientNet introduced residual connections and compound scaling to improve
model stability and accuracy (Tan & Le, 2079). Recent studies demonstrated that models
enhanced with channel attention mechanisms, such as the CBAM, achieve superior
generalisation across diverse embedding methods (Woo et al., 2016).

Datasets play a crucial role in training and evaluating steganalysis algorithms. Benchmarks
such as ImageNet (Deng ¢t al., 2009) and COCO (Lin et al., 2014) offer complex, high-resolution
colour imagery necessary for learning robust features across diverse contexts. The DIV2K
dataset (Timofte et al., 2017) provides additional value by introducing high-fidelity images suitable
for testing robustness against compression and resizing. However, as noted by Margalikas and
Ramanauskaite (2079), traditional grayscale datasets such as BOSSBase may fail to reflect real-
world image diversity, which is critical for assessing the detection resistance of colour-space-
based algorithms.

The shift towards embedding in colour space marks one of the latest conceptual
innovations in steganography. This approach modifies chromatic rather than luminance
components, distributing hidden information more uniformly and reducing statistical
detectability (Margalikas & Ramanauskaité, 2019). Moreover, using three-dimensional colour cube
models enhances resistance to cropping and noise attacks by maintaining global chromatic
consistency (Hasilin & Zhburavel, 2025). While these methods improve robustness, they often
introduce capacity trade-offs and increased computational complexity.

Recent comparative analyses reveal that the detectability of modern steganographic
algorithms strongly depends on both embedding strategy and the training diversity of detection
models (Alrusainz, 2025). Studies emphasise the importance of fine-tuning CNNs on mixed
datasets, including unseen embedding methods, to improve detection reliability under
transformations. Furthermore, research by Hu, Ni, and Shi (2076) confirmed that adaptiveness
in embedding entropy domains enhances resilience to JPEG compression, aligning with broader
findings on robustness through domain transformation. Complementary experiments show that
introducing controlled noise during training can reduce model overfitting and improve
generalisation to previously unknown embedding techniques (IN7 ez al, 2014).

In summary, the evolution of steganography from simple spatial substitution to adaptive,
colour-space, and deep-learning-resistant methods represents a critical frontier in information

security. Simultaneously, the parallel development of detection models—from handcrafted to
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CNN-based architectures—illustrates the dynamic co-evolution of attack and defence strategies.
The reviewed literature highlights that ensuring message integrity and concealment in real-world
conditions requires not only algorithmic innovation but also dataset diversity, model robustness,

and cross-domain evaluation frameworks.

Embedding Methods

The most common spatial domain hiding algorithm, the LSB modification, works by
altering the least significant bit of a pixel’s color component. This change is typically visually
imperceptible due to the bit’s minimal influence. However, the LSB method is highly vulnerable
to various attacks, as even minimal changes in bit sequences can introduce detectable noise,
making it easy to expose through statistical analysis (Abde/Raouf, 2027).

S-UNIWARD is a content-adaptive steganography algorithm designed to embed secret data
into the spatial domain of an image by minimizing detectability. It calculates distortion using
relative changes in wavelet coefficients across multiple scales and orientations, allowing it to
adapt to local image features. The algorithm embeds data in textured or noisy areas where
changes are less noticeable, while avoiding smooth regions. It modifies pixel values directly and
often, but not always, uses efficient coding methods like STCs to reduce overall distortion,
enhancing its security against detection by reducing the number of modified pixels almost in
half compared to LSB (Holub et al., 2014).

A contemporary algorithm by Margalikas and Ramanauskaité (2079) shifts data hiding from
individual pixels to the color space (the set of colors used in an image). This method gains
popularity because current statistical analysis tools often neglect the entire color set. Changes in
the color space distribute uniformly across gradients and statistical characteristics, making the
container less vulnerable to compression and other image-altering attacks. Furthermore, the
color set is highly resistant to pixel cropping, as the loss of individual pixels does not necessarily
reduce the overall set of colors.

The text examines an adaptive color space steganography method proposed by Margalikas
and Ramanauskaité (2079), which employs an RGB-cube to encode messages. This process
involves recursively partitioning the RGB-cube, which represents the image’s colors in three-
dimensional space, into progressively smaller sub-cubes until each contains at most a single
color. Data is then embedded by altering the coordinates (R, G, or B values) of colors within
sub-cubes of different sizes that contain exactly one color. To mitigate the known drawbacks of
increased color space distortion in shallow areas, we employed a simple yet costly in terms of
message capacity modification by limiting the sub-cube size 2 X 2 X 2 (Hasilin & Zhuravel, 2025).

Since not all embedding methods support block-based data representation, it is necessary
to implement it in the message encoder/decoder. The commonly used BER is effective but
sensitive to minor distortions. To address this, ByER is used (Hasilin & Zhuravel, 2025). Unlike
BER, ByER operates on bytes, making it more resilient to single-bit losses and false-positive
matches. It better reflects the amount of information recoverable post-attack and helps assess
the robustness of embedding digital keys, images. For instance, QR codes offer strong resistance
to modifications.

To reduce the impact of attacks on text data and to conform to established attack resilience

evaluation frameworks, a bit repetition coding method was also reused, where each bit is
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repeated n times. This allows error correction through a quorum-based approach, ensuring
readability even when pixels are lost. However, this method significantly increases data size,
making it inefficient for low-resource systems. Moreover, it mainly detects missing bits and may
misinterpret certain patterns as valid transitions, thus limiting error correction accuracy (Hasilin
& Zhburavel, 2025). Another alternative would be to use Reed and Solomon (1960) codes in
scenarios where robust error correction is required and the loss of even a few bits would be

unacceptable.

Results

For model selection, we relied on the evaluation framework suggested by Alrusaini (2025),
which assessed model robustness against transformations for methods embedding in the spatial
domain. The aim was to keep the detection properties closely compared together with
robustness to transformation.

The analysis reveals a practical trade-off between maximizing detection sensitivity in pristine
images and ensuring robustness against common image manipulations. EfficientNet emerged as
the most practical choice for real-world scenarios, effectively balancing speed, optimized
performance, and the ability to adapt to post-embedding transformations. In contrast, the high
complexity of SRNet and the inherent fragility of Xu-Net and Yedroudj-Net under significant
image distortion pose practical limitations. Transformer models (e.g., ViT, Swin) were
deliberately excluded due to high computational overhead and unproven utility in this specific
domain (Alusaini, 2025).

Evaluation was implemented using the PyTorch framework (Paszke et al., 2019). All models
were used with pretrained weights. As part of the preparation of the generic EfficientNet (Tan
& Le, 2079) model, fine-tuning was done. In the configuration phase, a classification layer was
added to configure this generic model with a channel attention module in stego detection mode.

Fine-tuning was done on the train dataset without including color space embedding at first,
to test the pretrained model’s ability to detect an unseen embedding method. An SRNet model
was also used with pretrained weights. As reported in several studies, this model failed to
converge when trained on color images. We observed that deviations exceeded expectations. As
an alternative, a modification with an added CBAM was used. CBAM was proposed by Woo,
Park, Lee, and Kweon (2078), and it showed better results.

Because of the different nature of the two embedding methods, we set a goal to adjust the
embedding message length to fit the image capacity. This configuration was done to achieve a
common embeddment rate equal to 0.4 bpp. In Figure 1 (Appendix), we can see that the LSB
method, at least not an adaptive one, is not dependent on the pixel values. On the other hand,
Color Space method, by design, is highly reliant on the color space distribution. After adding
the CBAM module, we observe average performance commonly expected from such models.
Levels of false positive cases were back to normal, and specifically low on the known dataset, as
could be seen in Figure 2 (Appendix).

Introducing noise before embedding reduced detectability by an average of 8%
nevertheless, deviations were quite high, and it is hard to call this reduction consistent and
reliable. Further discoveries with a deeper focus on noise sounds like a promising area. After

proceeding with a few experiments, replicating attacks in the previous study, which included
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compression, cropping, and noise addition, we could conclude that the overall performance of
detecting models is falling by up to 10%. That is happening with minimal modification and is
consistent with known data (Alwsainz, 2025). At the same time, message integrity degradation
was high, and neither method was able to withstand those modifications without losing integrity.
The decision was made not to proceed with the modification, as there is no sense in verifying
the accuracy of detection on an embedded message that is already unextractable.

Alternatively, further experiments show that running detection models on previously
unseen embodiment methods reveals accuracy degradation, as could be observed in Figure 3
(Appendix).

An additional fine-tuning dataset was made to compare with those results. In the new set,
a third of the images with a hidden message were created using the Color space method. The
overall number of embedded messages was the same, 20%. The pipeline for this data set
configuration is described in Figure 4 (Appendix).

Thus, we estimated attack effectiveness. Also, fine-tuning improvements results highlight

the importance of training set diversity, even if we are talking about training the last few layers.

Discussion

For a generic method, the detection chance is quite important, together with the effect
of the transformation. Nevertheless, we need to keep in consideration the stability of the
stegochannel, as there is no value in a method successfully withstanding detection whilst being
altered, but losing the ability to deliver the message due to later alteration. The reverse situation
doesn’t bring much value as well: delivering content to the receiver, acknowledging the fact of
being detected, may deliver some value at the moment, but not in the long term. As it is only a
matter of time and the competence of the detecting entity, before the transmitted message will
be disclosed. The essence of steganographic methods is to guarantee the invisibility of the
communication transaction. As soon as this promise is broken, even before some messages are
decoded, the entire channel is compromised and cannot be used. At any minute, the technical
channel could be destroyed or blocked, and it is required to move to a recovery plan if present

in the global system setup.

Conclusion

This study evaluated the robustness and detectability of three different steganography
methods: LSB modification, S-UNIWARDS, and color space cube modification. We compared
these methods against a deep learning model's ability to detect them under attacks. The goal was
to evaluate protection against detection under attacks as a new criterion for selecting
steganography algorithms, alongside traditional metrics.

Considering the significant statistical effect, we observe that detectability is very high, and
therefore, adaptive methods should be used (IN: ez al., 2014; Hu et al., 2016).

In terms of detection robustness, there is around an 11% advantage compared to LSB.
Improvement over S-UNIWARD is less significant at 4-5% which could be explained by the
adaptiveness of the algorithm. Overall lower detection accuracy of the SRNet model could be
explained by its lightweight design in terms of resource consumption. This was evaluated on a

model not trained for this use case, showing the main advantage of using not widely known,
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unseen in training sets methods. After the second run and allocating 7% of the training set to
the color space transformation cases, we can see that the models extracted a proper feature set,
and the advantage reduced to a smaller 6—7% over LSB with high deviations, especially for
SRNet. This could be explained by the fact that color space alterations are affecting statistical
properties softly, unharmed for gradients. Even so, those changes are detectable by CNN
models given training. And deviations could be explained by the nature of the cover image. If it
has a lot of unique pixel values, any color space modification begins to look like embedding
using adaptive LSB, thus similar to S-UNIWARD, but in case of a high number of unique pixel
values, it could degrade to lower than S-UNIWARD values. So, here we have an inverse
proportional relationship between the number of unique colors and robustness against
detection. To ensure the high robustness of such a stego channel and reduce deviation impact,
cover images should be carefully selected and tested. Preference should be given to smooth
images without redundancy of high contrast areas. As observed, such covers will provide a
smaller capacity, but could leverage the higher detection robustness evaluated in this paper. Such
preprocessing verification, using automated tooling, is widely adopted in many areas and should

not be a burden to such complex communication channels.
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