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Creation of Architecture and Development of a Mobile Application Unified Personal
Medical Card

Abstract: The article is devoted to the development of the architecture and creation of the mobile
application Unified Personal Medical Card, which allows you to completely replace the paper version of
standardized cards of medical institutions, provide the user with the opportunity to have access to their
medical data at any time, simplify the work of emergency medical services and reduce the costs of
compulsory medical insurance funds. The article reflects aspects of access protection and the possibility
of combining with a single electronic document of a citizen, which in the future will allow switching to
an electronic format of interaction with any government agencies within the framework of working with
one application. Social surveys were used as methods for determining social significance and the current
market of mobile applications was studied to identify analogues and their shortcomings in functioning.
MySql, Figma and UML diagrams were used to form the architecture. The research existing proposals
and opportunities reflected in the list of sources of information.
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Co3aaHUEe apXUTEKTYPbI U pa3dpaboTka MOOGHABHOIO nIpuAcskeHu:a EanHan
Ilepconasbraa Meannmackasa Kapra

Awromayus: Crated IOCBAIIEHA Pa3pabOTKE APXUTEKIYPE M CO3AAHHIO MOOHABHOIO IIPUAOKCHIA
Eanmas Ilepcomaspmas Meannumuckas Kapra, TO3BOAAIOIIIEMY IOAHOCTBIO 3aMEHUTH OYMAayKHBIN
BAPUAHT CTAHAAPTU3UPOBAHHBIX KAPT MEAULMHCKUX VUIPEHKACHHUM, IIPEAOCTABUTH ITOAB30BATCAIO
BO3MOKHOCTb HMETb AOCTYII K CBOHM MEAHIIHHCKUM AQHHBIM B AFOOOH HEOOXOAUMBI MOMEHT,
VIPOCTHTh PabOTy SKCTPEHHBIX MEAHIIMHCKUX CAYAKO M COKPATHTH PACXOABI (DOHAOB OOA3ATCABHOIO

MCAUITTHCKOTIO CTanOBaHI/IH. B crarpe OTpa)KCHbI ACIICKTBblI 3aIIUTBhl AOCTyIIa M BO3MOXKHOCTHU
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OOBEAHMHEHNS C CAUHBIM 9ACKTPOHHBIM AOKYMEHTOM I'PAKAAHUHA, YTO B OYAYILIEM IIO3BOAUT IIepeiTu
HA 9ACKTPOHHBIA (POPMAT B3AUMOACHCTBHA C AIOOBIMH TOCYAAPCTBCHHBIMU CTPYKIYPAMH B PaMKaX
PabOTHI C OAHHM IPUAOKCHHECM. B KadecTBe METOAOB OIIPEACACHHSA COIMAABHON 3HAYHMMOCTH OBIAK
HCIIOAB30BAHBI COLIMAABHBIE OIIPOCHI X U3YYEH TEKYIIUI PEIHOK MOOMABHBIX IIPUAOKECHHH HA IIPEAMET
BBIABACHHUSA aHAAOIOB I UX HEAOCTATKOB (pyHKIHOHUpOBaHUA. Aad (POPMUPOBAHNA APXUTEKTYPEL OBIAK
ncnoabsosarbl MySql, Figma u UML aAmarpammer. B xoae mccaeAOBaHHS OBIAM  H3yYEHBI
CYILIECTBYIOIINE IIPEAAOKEHUSA H BO3MOKHOCTH, OTPAKEHHDIE B CIIHCKE HCTOYHHKOB HH(OPMALIHH.

Kiwuessre  cnr0sa: MoOHABHOE TIPHAOMKEHHE, paspabOTKa, IEPCOHAABHBIC AAHHBIC, SACKTPOHHBIN

AOKYMECHT, HACHTH(DUKAIIHIH, ayTCHTU(HKAIINA, MCAUIITHCKIE AAHHEIC.
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Bcrynaenne

B ycaoBusax mepexoAa Ha 9AGKTPOHHBII AOKYMEHTOOOOPOT, BBICOKOH CKOPOCTH OOIIIEro
pPHTMA JKU3HM H ITOBBIIICHUA MOOHABHOCTH BO3PACTAECT HEOOXOAUMOCTD B IIPEAOCTABACHIH
aKTyaABHOI HMH@OPMAITUH O COCTOSHUU 3AOPOBbA C COXPAHEHHEM HCTOPUU IPOBEACHHBIX
OOCACAOBAHNI U UX PE3YABTATOB AAfA IIOAB30BATEASl B MAKCHMAABHO YAOOHOM K AOCTYIIHOM
dopmare. AaHHOE HaAIpaBAEHHE ABASETCA HIPHOPHTIETHBIM AAA PA3BUTHA COLMAABHOTIO
IIPOrPAMMHOTO OOeCIIedeHus U AAET BO3MOMKHOCTB AAfl COKPAILICHHSA 3aTPAT TOCYAApPCTBA Ha
obecIIeueHIE 3APABOOXPAHCHHA.

KaKABIIT HMMeeT IPaBO IIOAYYHTH B AOCTYIHOH AAf HEro opMe HMEIOIIyIOCH B
MEAHITHHCKOH OpraHu3anuy HHAOPMAIIUIO O COCTOSHHH CBOErO 3AOPOBbfA, B TOM YHCAE
CBEACHHA O PE3yABTATaX MEAHUIIMHCKOIO OOCACAOBAHMA, HAAWYUN 3a00AEBaHUA, OO0
YJCTAHOBAGHHOM AMATHO3€ K O IIPOrHO3E pasBHTUA 3a00AEBAHNA, METOAAX OKA3AHUA
MEAMIIMHCKOH ITOMOIIM, CBA3aHHOM C HHIMH PHCKE, BO3MOKHBIX BHAAX MCAHIIHHCKOTO
BMEIIIATEABCTBA, €IO IIOCAGACTBUAX U PE3YABTATAX OKA3aHUA MEAHUIIMHCKOM IIOMOIIIH
(Dedepanvrivril saxorn Ne 317-D3).

Mcxoad ©3 OIMCAaHHOH IIPOOAEMATUKH OBIAA BBIIBAGHA IIOTPEOHOCTH B CO3AAHHH
YHHUBEPCAABHOIO MOOHABHOIO IIPHAOKCHHA AAf PabOTBI C IIEPCOHAABHOH MEAHUIIMHCKOM
nH@OpPMAIIUEH B YCAOBUAX PACIPEACAEHHBIX CEPBEPOB IIEPBOHAYAABHOIO €€ XPaHEHHA H
obecriegeHHA OE30IIACHOCTH PabOTBHI 32 CYET HMCIIOAB30BAHUA AOIOAHHUTEABHBIX (DYHKIHI
3AITUTEL AOCTYIIA.

[leABFO AQHHOIO WCCAGAOBAHHA ABAACTCA OIIPEACACHHE OCHOBHBIX ITapaMETPOB
IIPHAOKEHHA AAf PAOOTEI C IIEPCOHAABHOM MEAMIIMHCKOW HH(OpMAIHEel H OIPEACACHIE
METOAOB ODecIIedeHNsA KOH(PUACHITHAABPHOCTH IIpH paboTe ¢ HEll.

AeTaApHOE PACCMOTPEHHE IIEACH ITO3BOAACT CPOPMYAHPOBATH 33AAYH AAA AAHHOIO
nccAeAoBaHuA. OCHOBHBIMU 32A29aMHU OYAYT ABAATHCA: KOPPEKTHAA 0OpadOTKa HH(OPMALIHH,
IIOAYIECHHOI C PACIPEACACHHBIX CEPBEPOB  ACYCOHO-IIPOPUAAKTHIECKUX — YIPEHKACHUL,
HMEIOINAsA PA3AUYHBIE (POPMAT M THUII AAHHBIX; 3aINATA IIEPCOHAABHOM MEAHUIIMHCKOIT
naOPMAIIUN U IIPEAOTBPAIEHHE HECAHKIIHOHHUPOBAHHOIO AOCTYIIA U IOTEPU AAHHBIX.
HeoOx0ANMO OIIPEACAHTH ITOTEHIIMAABHBIX ITOAB30BATEACH, MX COLIMAABHBIH M BO3PACTHOMN
CTAaTyC, IPOBECTU AHAAU3 KOHKYPEHTOCIOCOOHOCTH H KH3HECIIOCOOHOCTH IIPUAOMKEHUA, 2
TaKIKE €ro BOCTPEOOBAHHOCTD HA PBIHKE. Pa3paboTka HHTYUTHBHO IHOHATHOTO HHTEperica AASL

pa60Tb1 C IPHUAOKEHHEM HCXOAA U3 BBIACACHHOM COIIMAABHOH M BO3PACTHON TIPYIIIIBI
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IIOAB30BATEAECH ABASECTCA OAHOM M3 HEMAAOBAKHBIX 32A24.

MeToAbI

Ha rexyrmuit MOMEHT IIepBBIE IITaTH B PaMKaX ITPEAOCTABACHUA OIIEPATHBHOIO AOCTYIA K
[IEPCOHAABHON MEAUIIMHCKON MH(OPMAILINN OCYILIECTBAAIOTCA ITyTEM BBCACHHA HA IIOPTAAC
I'ocVeayr aas xureaeir Mockssl u Cankr-IlerepOypra (Hampumep, DAEKTPOHHBIN pecypc
«3poposbe IleTepOypikiia»), TA€ OTPaXKEHBI OCHOBHBIC AAHHBIE ITO COBEPIIEHHBIM BH3HTAM K
CIIEITMAANCTAM, HA3HAYEHHAM W AMArHO3aM B PAaMKAX AQHHBIX BH3HTOB U PE3YABTATHI
pa3AI/I‘IHI)IX Aa6OPaTOPHbIX " HHCprMCHTaAI)HI)IX HCCACAOBaHHﬁ. OAHaKO BCC HpHBCAeHHbIe
CBEACHHS KACAIOTCA TOABKO TeppuTOopuH HpukpenseHud mosunca OMC, uro me mosBoaser
IIOAYYIHTH IIOAHYIO KAPTHHY AAfl IIPOBEACHHS KAKOIO-AHOO CTATHCTUYECKOTO  HAHU
AHAAHTHYIECKOTO aHAAH3A.

B pamxax paGoTBI IO CO3AAHUIO AAHHOTO MOOHABHOTO IIPHAOKCHHA OBIAML OIIPEACACHBI
CTAAMH M HEOOXOAMMBIE ITTAIM 110 PEAAM3AINN U BHEAPEHHIO AAHHOI Pa3paOOTKU B PaMKaxX
ropoaa n crpasbl. C yaetom PeaepaAbHBIX 3aKOHOB O 3aIUTE IIEPCOHAABHBIX AAHHBIX I
ACILIEHTPAAU3OBAHHOCTH CEPBEPOB PA3AHYHBIX ACUYECOHO-IPOPHAAKTUICCKUX YIPEKACHHH
AQKE B IIPEACAAX OAHON TEPPUTOPHUU AAA IIOAHOIICHHON PEAAM3AIINN U BHEAPCHHA AAHHOIO
IIPOAYKTA AK€ Ha JTalle TECTUPOBAHHMA M CO3AAHHA MHHHMAABHO JKH3HECIIOCOOHOTO
npuroxkerna (MVP) HeobxoAanma IIOAAEp/KKA ¥ 3aMHTEPECOBAHHOCTB CO  CTOPOHBI
[IpaBuresncrBa m MunucrepcrBa 3APaBOOXPAHEHHMSA, YTO CYIIECTBEHHO CHIKAET CKOPOCTD
paspabotku npusoKeHus. OAHAKO KOMMEPYECKAS IIEHHOCTD IPOAYKTA U OIITUMU3UPOBAHHBII
IIEPEXOA HA JACKTPOHHBIE AOKYMEHTBI IIO3BOASIFOT CAEAATH BBIBOA O PEAAH3YEMOCTH K
3HAYMMOCTH AAHHOH pa3pabOTKN Ha CETOAHAIIHUI ACHb.

KoHukypeHTHBIE TPHUAOKEHNA HE HMEIOT aATOPUTMOB AAfl COOpPa AAHHBIX C PA3AMYIHBIX
PACIIPEACACHHBIX PECYPCOB H AATOPHUTMOB OOPaOOTKA AAHHBIX Pa3HOro Qopmara AAf
IIPUBEACHUA UX B CAHMHYIO (DOPMY AAfl aHAAW32 M BOCIIPHATHUSA, YTO IIO3BOASET TOBOPHUTB O
HI3KOM YPOBHE KOHKYPCHITHH HA TEKYIINH MOMCHT.

OnrumMaAbHBIM BAPUAHTOM BBIOOPA AASl pasperneHus 3aAadn 9(PEAEKTUBHOIO AOCTYIIA K
MCAMIIMHCKAM AQHHBIM ABAACTCA CO3AAHHE MOOHABHOIO IIPHAOKEHHSA, ITO3BOASIOIIETO
ABTOMATUYECKH 3aIPY/KaTh C PACHPEACACHHBIX CEPBEPOB MEAHITMHCKUX YIPEKACHHUI BCIO
XPAHAIIYIOCA TaM HHQOPMAIIMIO O BAAAEABIIE AAHHOIO IPHAOKEHHA C HCIOAB30BAHHEM
CHCTEM HACHTHU(UKAIINH U Ay TeHTU(HKAIINU, B TOM YHCAE U C BO3MOKHOCTBIO HCITOAb3OBAHISA
omoMeTpHIecKHX cucTeM. McrmoAp3oBanne OHOMETPHYECKHX ITAPAMETPOB B KAUECTBE M KAFOUA
I METOAA KPHIITOIPAPUYECKOI 3aIlUTBHl ABAACTCA OITHMAABHBIM BAPHAHTOM AAfA PEILICHESA
ITOCTABAGHHOMN 3aAa4d. FCAM IIpEeACTaBHTH CYNTAHHBIE OMOMETPHYECKHE AAHHBIC B BHAC
KOOPAMHATHOI CETKH, TO CaM IIPOIECC BepuUKAINN AOKYMEHTA U ayTCHTH(PUKAIIII
AMYHOCTH MOKET OBITh OPraHM30BAH YEPE3 HEKOTOPYIO IIPEAOIPEACAEHHYIO (DYHKITHIO
M3MEHEHUA XaPAKTEPUCTUK (IIH(PPOBOIO KOAR) TOUKH, OIIPEACAEHHBIH KOOPAUHATHOI CETKOH
OMOMETPHYECKHX IAPaMETPOB (B AaAbHeHIIeM — KapTa n3MeHeHnsdA). COOTBETCTBEHHO, IIpH
CYNTBHIBAHUU OHOMETPHYECKHX ITAPAMETPOB MBI ITOAYIAEM: KAPTYy HU3MEHEHHUI (KOOPAHMHATEL
TOYEK, KOTOPBIE AOAKHEI OBITH MOAUMHUIINPOBAHBI AASl BEPU(DUKAIIUN U ayTCHTH(HUKAIINN),
KAIOY K CAMOMY AaATOPHTMY HM3MEHEHNA TOYEK M HH3KYIO BEPOATHOCTb OTKAa30B 1 m 2 THma

(Bokareva, 2020d). AaHHBI aATOPHTM MOKET OBITH HCIIOAB30OBAH KaK OCHOBHOH AAfl
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ayTeHTH(PUKAIIMN 1 HACHTH(UKAIIUINI ITOAB30OBATEAl B YCAOBHAX AOCTyIAa K AAHHBIM
IIPUAOKEHHA O€3 HCIIOAB30BAHNA IIEPEAAYN AAHHBIX, YTO ITO3BOAfAET pabOTATh U B YCAOBHAX
OTCYTCTBHSA AOCTyHA B ceTh FInTepHer.

B pesyaprare cosaanus moouabHoro npusoxkerus Eannas [lepcornanpras Meaurmackas
Kapra (panee — EIIMK) 1moAp3oBaTeAb CMOKET OIEPATHBHO HOAYYIHTH HH(MOPMAITHIO O
IIPOBEAEHHBIX MEAUIIMHCKIX MAHUIYAAIIMAX B AFOOOI TOUKE MHPA, YTO ITO3BOAUT: IIPOBOAUTD
ITAAHOBBIE 1 9KCTPEHHBIE MEPOIIPHATHUA ITO OKA3AHHIO MEAHITMHCKOM ITOMOIIIH, OCHOBBIBAAICH HA
HICTOPUH OOAE3HH YEAOBEKA B AFOOOM MEAHMIIMHCKOM YIPEKACHHH U CTallHOHape Oe3
AOITOAHHTEABHBIX 3aTPAT PECYPCOB ( B TOM YHCAE U BPEMEHHEIX) Ha COOP aHAMHE32; COKPATHTD
KOAMYECTBO OITUOOK, ITOAYIEHHBIX 32 CUET UCKAKEHHA IpH cOOpe NHAMOPMAIINT U PE3YABTATA
IIPOIIABIX OOCACAOBAHMN OT ITAIIMCHTA; COKPATUTH 3aTPATHl HA OOPAIIECHUE B MCAHIIMHCKIC
VIPEKACHHUA 32 PE3YABTATAMH AHAAHU30B; IOAYYUTH BO3MOMKHOCTH KOHCYABTAITHH B APYTHX
MEAHIIMHCKIX YIPEKACHUAX HA OCHOBAHHN PAHEE CACAAHHBIX OOCACAOBAHHI COCTOAHUSA
3AOPOBBSA; IIPOBOAUTH AHAAM3 OCHOBHBIX IIOKA3aTEACH U OIIOBEINATh O HEOOXOAHMMOCTH
IIOCEINEHNsA Bpada; OIIOBEIIATh HACEACHHE O YPE3BBIYANHBIX CHTYAIlUAX M H3MEHEHHAX
CAHUTAPHBIX U IPOMHUAAKTIIECKUX MEP C HCIIOAB3OBAHHEM (PYHKITUI BCITABIBAFOIIHNX OKOH;
IIPOBOAUTH HAYIHBIC 1 MEAUIIMHCKIE HCCACAOBAHUA HA OCHOBAHUH MACIITAOHOI Oa3bI AAHHBIX,
IPH HAAUYHH COTAACHSl IIOAB30BATEAA K HCIIOAB30BAHHUIO ACHEPCOHAAM3UPOBAHHON
nH(MOPMAIINN O IIPOBEAEHHBIX HCCACAOBAHUAX U IEPCHECEHHBIX 3a00ACBAHMUAX.

Aas peaamsarmm  npuaokenus EIIMK  HeoOXoAMMO — co3paHmE  apXHTEKTYPHI
IIPOIPAMMHOTO OOECIIEUEHNA U pa3pabOTKa AU3ANHA, OTBEYAIOIIErO COBPEMEHHBIM CTAHAAPTAM
1 TpeOOBAHUAM CO CTOPOHBI HOAB30BaTeAA. OCHOBHAA CAOMKHOCTD B PabOTE C IIOAYIAEMBIMH
MEAULITHCKAMHI AAHHBIMH COCTOUT B PA3HOPOAHOCTH HH(POPMAIIMH H OIPOMHOMY KOAHYECTBY
dopMaTOB AaKE BHYTPH OAHOTO TEPPHTOPHAABHOIO 3BEHA HAU MEAUIIMHCKOIO YIPEHKACHUA.
PaboTa 110 mpuBEACHHUIO K EAMHOMY CTAHAAPTY U AHAAN3Y HOAYYIAEMON HH(OPMALIIHI AOAKHA
IIPOBOAUTBCA B CAMOM IIPUAOKEHHH M HCIOAB30BATH OBICTPO ACHCTBEHHBIE AATOPUTMBL AAA
dopmMupOBaHUA AAHHBIX AATOPHUTMOB M IIPOBEPKH HUX 3(PEEKTUBHOCTH OBIAA HCIIOAB3OBAHA
TecToBasg 0a3a AAHHBIX H3 PEAABHBIX ITAKETOB AAHHBIX OO HCCAEAOBAHHUAX Pa3spabOTIHKOB
mpoexra. B xoae mpoBeaeHMA aHAAM3A ITOAYYAEMBIX AAHHBIX OBIAO YCTAHOBAEHO, YTO OCHOBHAA
9aCTh IIPUXOAUT B EAHOM (POPMATE U PA3AHYAFOTCA AHIINb HE3HAYUTEABHAA 9aCTh AOKYMEHTOB,
Jarre BCEro B 3HAYEHUAX pedpepeHCHBIX HOPM U eAnHUIl n3Meperus. Co3AaHHe OIITUMAABHOTO
AATOPHTMA CBEAOCh K CTAaHAAPTHOM 33AaY€, YTO CYIIECTBEHHO VIIPOCTHAO pPadOTy IO
IIOCTPOEHHUIO BHYTPEHHEH AapXHUTEKTYPBl HIPHAOKEHHA. Takke HEOOXOAHMMO IIOCTPOCHHE
AHAAUTHYECKUX KPHBBIX ITO OCHOBHBIM ITIOKA3aTEAAM (HAaIIpUMEp, aHAAN32 KPOBH), BEIBEACHIE
pe3yAbTaTa M PEKOMEHAAIIHH.

B mpomecce cospamma apxurexktyper EIIMK BosHHmKA2 HEOOXOAMMOCTB AOOAaBUTH B
PYHKIIMOHAA BO3MOKHOCTD IIOAVYEHHA HA3HAYCHHUI U OTCACKHBAHHA rpaduxa Ipuema
ACKAPCTBEHHBIX CPEACTB, YTO, B CBOIO OYEPEAD, TAK JKE ABAACTCA HEOOXOAUMON MH(OPMAITHEH
HE TOABKO AAfl IIOAB30BaTeAfl B popMaTe YAOOCTBA, HO M AAfl MEAHIIMHCKHX PaOOTHHKOB, B
YACTHOCTH CAYKO 9KCTPEHHOMN IIOMOIIIH, IIPU HEOOXOAHMMOCTH IIPUHATHA PEIIEHUA B KOPOTKHE
CPOKH ¥ IIOHHUMAHHA BO3MOMKHBIX IIOCAGACTBHH, B TOM YHCAE OT B3AHMMOACHCTBHA
ACKAPCTBEHHBIX CPEACTB MEKAY COOOIL.

brira paspaborana m moctpoeHa 0a3za AAHHBIX, OIIEPUPYIOIIAs OCHOBHBIMI AAHHBIMH O



European Scientific e-Journal, ISSN 2695-0243, No. 19 (2022)

ITIOAB30BaTEAC. B KagecTBE OCHOBHOTO OIIPEACASIOIIEIO IapaMeTpa OBIA BBIOPAH CTPAXOBOM
Homep wnHAHBHAyaApHOTO Annesoro cuéra (CHMAC). CHMAC — crpaxoBoii HOMEp
HHAUBHAYAABHOTO AHIIEBOTO CUETA — YHHKAABHBIH HOMEP HHAUBHAYAABHOTO AHIIEBOTO CYETA,
HCIIOAB3YEMBIIT AAfl OOPAOOTKI CBEACHHH O (DU3NYECKOM AHIIE B CHCTEME HHAUBHAYAABHOIO
(mepconnUIMPOBAHHOIO) YUETA, 4 TAKKE AAT HACHTH(OUKAIIIN U Ay TEHTH(HUKAIINI CBEACHIH
0 (PU3NYUECKOM AHIE IIPU IIPEAOCTABACHHUH T'OCYAAPCTBEHHBIX M MYHHIIAIIAABHBIX YCAYT K
HCIIOAHEHHH F'OCYAAPCTBEHHBIX U MyHUITUIAABHBIX (PYHKIHH (DPedepaviivril saxon Ne27-D3). Ha
HHAUBHAYAABHBI AWIIEBOH CYET 3aHOCATCH BCE AAHHBIE O HAYHUCACHHBIX H YIIAAYCHHBIX
pPabOTOAATEAEM CTPAXOBBIX B3HOCAX B TEUCHHE BCEH TPYAOBOH ACATEABHOCTH TPAUKAAHIHA,
KOTOPBIE BIIOCAGACTBUM ~ VYUTBIBAIOTCA IIPH HA3HAYCHHH HAM  IIEPEpacdEre IICHCHH.
IIpucBoenne cTpaxoBOro HOMEpPAa HOCHT TEXHOAOTHYECKHI XapaKT€P M OCYIIECTBAACTCA B
LEAAX VHIPOINEHHUA IIOPAAKA M YCKOPEHHA IIPOIEAYPHI HA3HAYCHUA TPYAOBBIX ITEHCHI
3aCTPAXOBAHHBIM AHIIAM.

CHMAC ectp y Bcex pabDOTAFOIIHUX IPaKAAH — OOABIIIIMHCTBO POCCHAH (32 HCKAFOUCHHEM
BOCHHOCAYIKAINNX) IIOAYYAIOT €0 Ha IIEPBOM MecTe pabOTHEl, OAHAKO, BO3MOYKHO H €ro
CaMOCTOATEABHOE OPOPMAECHHE Ha CeO HAM Ha CBOETO HECOBEPIIIEHHOAETHETO PeOEHKA.

Popmar CHHMAC: «XXX-XXX-XXX YY», rae X, Y — nudpsr, mprdéMm mepBbIe ACBATH
nudp X’ — 310 ArOOBIE ITHMPBHL, 2 TOCAeAHHE ABE Y’ (DAKTHUECKH ABAAFOTCA KOHTPOABHOM
CYMMOH, BBIYHCASIEMOI IIO OCOOOMY AATOPHTMY M3 IIOCACAOBATEABHOCTH IEPBHIX 9 mudp
(Dedepansnerii saxor Ne27—D3). CHUAC saBAferca OAHHM M3 HEMHOIHX AOKYMEHTOB AAf
rpakaan Poccun, maeHTH(HUKAIIMOHHBIE AQHHBIE KOTOPOIO HE MEHAIOTCA B TEYCHHUE BCEH
KU3HH HMHAUBHAA H HAHOOAEE TOYHO IIOAXOAUT IIOA TPeOOBAHHA HACHTHU(UKAITII
ITOAB30BATEAS B PACIIPEACACHHBIX 023X AAHHBIX MEAUIIMHCKUX YIPEKACHHH, TIOCKOABKY HMEET
IIPUBA3KY KO BCeM aHaAm3aMm u oocaeroBaHuAM rpaxAannaa. C 2012 roaa CHVMAC Beiaaerca
TaKKe He IpakAaHaM Poccun, mprexaBIIuM 110 pabovell BHU3e, YTO PacIIupAeT BO3MOKHOCTH
HCIIOAB30BAHUSA IIPUAOKEHUA HE TOABKO I'PAKAAHAM.

[Ipu paspaboTke TaxiKe OBIAO PEIIEHO OTKA3ATHCA OT HMACHTH(HUKATOPA «BPAW», KOTOPHII
CO3A2BaA H3OBITOYHOCTH B TaOAHMIlE, HE BHOCH CYIIECTBEHHO BAKHBIX 3HAYCHMM.
Hcroap3oBanne HACHTH(MHUKATOPA MEAHIIMHCKOIO VYPEKACHHUA KaK OCHOBHOTO — AAf
AOKYMEHTAIIUN H ITOMCKA HYKHOH HMH(OPMAIIMH O IIOCTAHOBKE AHATHO3a AW Ha3HAYCHUHU
IIperapara ABAAETCH AOCTATOYHBIM B AAHHOM PEILICHHUH.

B xagectBe mporokoaa mepeAaaunm AaHHBIX AOAkeH HCcIToAb3oBaTbcd HTTPS (HyperText
Transfer Protocol Secure), sBAsrommiics Ha AQHHBII MOMEHT CTAHAAPTOM IIEPEAAYH
IIPOU3BOABHBIX AaHHBIX. Bes madopmarms, MoxeT ObITh 3armudpoBaHa, 9T0 HEOOXOAUMO IIPH
paboTre ¢ MEAMIIMHCKAMHU AAHHBIMH, ABAAIOIIUMUCSH IIEPCOHAABHBIMU AAHHBIMH. B Kadectse
MeToAa mmdpoBanuA B paspadborke apxutekTypbl EITMK ObIA BEIOpaH ITOOEAUTEAD KOHKYPCa
AES, mamboAee CTOHKHH M OBICTPBI aAroputMm OAounoro mmdposanus Rijndael, moszxe
B3fABILIMI HA3BAHHE KOHKypca. Pasmep KAIOUYa OAHO3HAYHO AOAKEH ObITh 128 OuT, Tak Kak 910
MAaKCHMAaABHO ~AOIYCTHUMBIH pasMep AAfl ACCHMETPHYHBIH METOAOB IMHU(POBAHHUA Ha
teppuropuu Poccniickoit ®eaepartuur (Areopummer wugposarius, 2027).

B meaurmucKol cdepe AOCTOBEPHOCTh IEPEAAHHBIX U ITOAYYCHHBIX AAHHBIX ABAACTCA
KpaliHe BAKHBIM KPUTEPHEM, AQKE HE3HAYHTEABHBIC OIIMOKH MOIYT IIPHBECTH K IIOTEPE

3AOPOBBA HAU CHIDKCHHIO KadecTBa :kusHU. Beropanmeni HTTPS mporoxoa ¢ mposepkoit
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cepruduKaTa 1 HAAEKHBIM MEXaHU3MOM ITH(POBAHUA ITOAHOCTBIO I'aPAHTUPYET 3aIUTy U
IIEAOCTHOCTB AOCTABACHHBIX ITAKETOB. B cAyuae oOHapyxeHns MOBPEKAEHHOIO IIAKETA 3aIIPOC
OYAET IIEpEAaH IIOBTOPHO.

IIpu paspadorke npuaoxkerus EITMK aas koM OpTHOrO HCIIOAB30BAHUA CO CTOPOHEI
ITOAB30BATEASl OBIAML OIIPEACACHBI CACAYIOIIHME XapPAKTEPUCTHKH: IIPOCTas M IIOIIAroBasd
pEerucTparus; CO3AAHHE KPACHBOIO M IIOHATHOTO ITOAB30BATEABCKOro —umHTEperica;
IpopabOTKa YAOOHOIO U IOHATHOIO AASl AFOOOTO ITOAB30BAaTEASl (DYHKIIMOHAAA IIPHAOMKCHIS;
IIpoCTasd B3aUMOCBA3b M OOMEH HHQOPMAITUH MEKAY IIOAB30BATEAEM M MEAHUIIMHCKHM
VIPEHKACHHEM; BO3ZMOKHOCTh HCIOAB30BATH IIPHAOKECHHE HAa XOAY (HCIIOAB3YA MOOHABHBIN
TpadHK); AOOABACHUE OIIPEACACHHH KO BCEM TEPMUHAM, YIIOMAHYTHIX B IIPHAOKEHUH.

[Ipu ycaoBum coueranus pa3pabOTAHHOIO MOOHMABHOIO IIPUAOKEHHSA U CHCTEM
UACHTH(UKAIINA ¥ ayTeHTU(HKAIIMA C HCIOAB30BAHHEM OHOMETPHYECKUX IaPaMETPOB
MOKHO IOAYYHTH OE30IIACHBIH (C TOYKH 3PEHHUA AOCTYIA M XPAHEHUA IIEPCOHAABHBIX AAHHBIX)
HHCTPYMEHT AASl OKA3aHUA SKCTPEHHOM U ITAAHOBOM IIOMOIIIN HACEACHUIO.

DKOHOMHYECKHE PpacU€Thl IIOKA3AAHM, YTO CHEKEHHE 3aTpaT IIPU ITOAKAIOYEHUHU K
ncnoAbzoBaunio EITMK cocrasasror ot 47% Ao 68% mo mcredeHUIo 5 A€T UCIIOAB3OBAHUS,
YTO, B MACIIITAOAX BBIACAAEMBIX CPEACTB Ha POHABI 0OA32TEABHOTO MEAUITHTHCKOTO CTPAXOBAHUA
A€T  UPHHIIUIIMAABHO  HOBBIE  BO3MOMKHOCTH ~ AAf  Pa3BUTHA  TEKYIIEH  CHCTEMBI
3APABOOXPAHEHUA, 3AMEHBI OOOPYAOBAHHA U IIOCTPOEHUA HOBBIX MEAUIIMHCKUX VUPEKACHUM.
[IporeHTHEI  ITOKAa3aTEAb BAPBUPYETCA HCXOAA H3 IIOHHUMAHHUA MHHHMAABHOIO U
MaKCHMAaABHOTO KOAMYECTBA BO3MOKHBIX ITOAKATOUYEHNN, 3aBUCAIIIIE KAk OT TEPPUTOPHAABHBIX
rokasateAeit (Aad Poccrnu xapakrepHO HEpaBHOMEPHOE PACIIPEACACHUE HACEACHHSA U PECYPCOB,
B TOM YHCAE TEXHUYECKHX), TAK U OT aKTHBHOI BO3PACTHOM I'PYIIIIBL.

B aaapHediIieM AaHHOE IPHAOKEHHE HMEET BO3MOMKHOCTB ITOAKAIOUHTHCA K EAmHOTO
Daexrponnoro Aokymenra I'pamaannna (aasee — EDAL), 9T0 IO3BOAHT OKOHYATEABHO
3aBEPIINTH IIU(PPOBYIO PEBOAIOIIUIO IIEPEXOAA C OYMAKHBIX HOCUTEACH Ha 9ACKTPOHHBIE.

EAuHBIT DAEKTPOHHBII AoxymenTt I' PAKAAHIHA — 3TO AOKYMEHT, HACHTHcpHL[prIOH_[Hf/'I
AHYHOCTD ITPEABABHTEAA AOAKEH OOAAAATH HCUYEPITBIBAIOIIUMHI, HO HE TIEPEHACHIIIICHHBIMU 110
COAEPKAHUIO AAHHBIMH O nepcone. Ha ceroanArmuumii AeHb TOAOOHBIMH AAHHBIMH ABAAFOTCA
damuans, UM, OTIECTBO (IIPU HAAMYIHH), AATa POKACHUA U YHUKAABHBIH HOMEP, IIPUCBOCHHBII
KaKOMy-AHDO AOKYMEHTY (HE IIEPCOHE), YAOCTOBEPAIOIIEMY AMYHOCTh H IIPU BBIAAYE HOBOIO
AOKYMEHTA (MAM HOBOIO THIIA AOKYMEHTa, HAIIPUMEP, BOAUTEABCKOE YAOCTOBEPEHUE)
IIPUCBAUBACTCA HOBBIH HOMEP, YTO B CBOIO OYEPEAD IIPHBOAUT K IIPOIPECCUPYIOIINM OObeMam
XpaHHUMOH HHQOPMAITIH O KaKAOM HAeHTH(dUIupyemoM dveaoseke. Ilpm mepexoae Ha
5AEKTPOHHBII AOKYMEHTOODOPOT IIEAECOOOPA3HA 3aMEHA BCEX MMEIOIIUXCA HACHTU(DHKATOPOB
(HOMEPOB AOKYMEHTOB) Ha CAWHBIN YHHKAABHBII HOMEp, IPHCBAMBAEMBIM IIEPCOHE, 2 HE
KOHKPETHOMY AOKYMEHTy. A BCEOOIIHMH MACCHB AAHHBIX (IACHOPT, BOAHUTEABCKOC
yaocrosepernue, CHMAC, moanc u T1.A.) B CBOIO O4epeAb HEOOXOAUMO U AOCTATOYHO 3aMEHUTh
CAHHBIM 3ACKTPOHHBIM AOKYMEHTOM C IIPOIHCAHHBIMA U IIOAHOCTBIO OOBEAMHEHHBIMH B
o0mIyro 623y AAHHBIX COIHMAABHO-FOPHUAMYCCKHE XaPAKTEPHCTHKH KOHKPETHOIO YEAOBEKA
(mAeHTHDHUITHPYEMOIT IePCOHEL). AaHHAA CHCTEMA IIO3BOAHT OAHOBPEMEHHO COXPAHHTDH BCIO
3HAYUMYIO HH(POPMALIUIO B OAHOM «(afiAe», OYACT IIPEIATCTBOBATD PA3MHOMKECHIIO PA3AMIHBIX

cpopM 1 KOAMYECTBA AOKYMEHTOB (M HX HAeHTHcpHHprIOLuHX HOMEPOB, HYKAAIOIIUXCA B
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ITOCACAYIOIIIEM XPAHCHHH), YBEAHYNBAIOIINX PHCK IOTEPH M HCKAKECHHA. TaK Ke AaHHAA
crcTeMa 00ECednT YAOOCTBO HCITOAB3OBAHHA M KOM(OPT, KAK AAfl ITOAB3OBATEAS, TAK U AAA
PAa3AMYHBIX TOCYAAPCTBCHHBIX M HHBIX 3aHHTEPECOBAHHBIX CTPYKIYP, 32 CYET BO3MOKHOCTH
HCIIOAB30BAHUA BHE 30H YCTOWYHBON CBA3M, O€3 HOIIECHHA AOIOAHHTEABHBIX YCTPOMCTB H
OAaHKOB  (AAfl  IIOAB30BATEAf), BBICOKAA CTCHCHb HAASKHOCTH M OBICTPOACHCTBHA,
o0ecIIeunBAarOIas MUHIMAABHEIE OTKA3Bl II0 TIEPBOMY U BTOPOMY THITY OIMUOOK (Azzopummse
wugposanus, 2021; Abpamosa, 2020). CoraacHO TpeOOBAHHIO 3aKOHOAATEABCTBA PocCcHiicKom
Depeparuu  AOIYCTUMO HCHOAB30BAHHE CPEACTB  3AIUTH  HMH(OPMAIIIH, IIPOIIEAITHX
IIPOLICAYPY OLIEHKH COOTBETCTBUA TPEOOBAHMAM 3aKOHOAATEABCTBA Poccuiickon Peaeparimu B
obaacti obecriedeHuss Oe30macHOCTH HMH(MOPMAITUH, B CAy4Yae, KOTAA IPUMEHEHHE TAKUX
CPEACTB HEOOXOAUMO AASl HEHTpaAu3aruu aktyaAbHBIX yrpos (I locmanosaenue 1lpasumensemea
PO Ne 1119, Ewmenvanos u Hocosa, 2019), 9aro HpUBOAUT K HEOOXOAUMOCTH IIPOBECTH
TECTUPOBAHHE U ITOCACAYIOIIYIO OLIEHKY padpaboranHoro aaropurma (Keaesmax u dp., 2016).

Hcnoaszosanne EDAL B cOBOKyIIHOCTH ¢ pa3pabaThIBAEMBIM MOOHUABHBIM IIPHAOKECHIEM
EIIMK mnosBoasier yOpaTp H3OBITOYHBIC XPAaHHMBIC AQHHBIE 33 CYET YKE IIPOHACHHOM
UACHTH(UKAIIME ¢ ayTeHTU(HKAIIMA IIPH BXOAE B CaMO IIPHAOMKEHHE, COOTHOCHTD
[IEPCOHAABHBIE AAHHBIC 9Y€AOBEKA C €TI0 MEAUIIMHCKOH HH(POPMAITHEH, OKa3bIBATH MCAHUIIIHCKIC
YCAYIH Ha MecTe, 0e3 HEOOXOANMOCTH YCTAHOBKH AHYHOCTH. OAHAKO, IIPU HCIIOAB30OBAHHN
OHOMETPHYECKUX AAHHBIX B KAYECTBE OCHOBHOM CHCTEMBI OE30IIACHOCTH BO3HUKAIOT PHCKH, B
KOTOPBIX IIAIIHEHT MOKET HE IIOAYIHTh HEOOXOAHUMYFO IIOMOIIb BBHAY OTCYTICTBUA
BO3MOKHOCTH «IIPEADBABUTE) OHOMETPHYECKHE ITAPAMETPBEI ITOAB30BATEAS. AAHHBIA ACIIEKT
TpeOyeT AOIOAHUTEABHOMN IIPOPAOOTKH H CO3AAHUA OE30IIACHOM CHCTEMBI aABTEPHATHBHOIO
BXOAQ AASl COTPYAHHKOB 3KCTPEHHBIX CAYKO MEANIMHCKON rmomorru. Ero peaansamms AOAKHA
rapaHTHPOBATh OTCYTCTBHE HECAHKIIMOHUPOBAHHOIO AOCTYIIA K AAHHBIM B AFOOOH IITATHOMN
CHTYallMX U IPEAOTBPATUTH YTICYKY HH(OPMAIIHH, IIPEACTABAAIOIICH COOON MEAHIIMHCKYIO
taviny (Cayuxun, 2020).

Ha Texymmit momenT paspaborka wmurepdeiica mobuapnoro mnpusoxenus BEITMK
IIOAHOCTBIO PEAAH30BAHA, TECTUPOBAHIE 3aBEPIIIEHO H IT0 OKOHYAHUN AOPAOOTKH 0a3 AAHHBIX
IIPHAOKCHHIE MOKET OBITH BBIIYIICHO HA PBIHOK, KAK ITOAHOLICHHAS 3AMCHA CYIIECTBYIOIINX

6YM21>KHBIX MEAUITMTHCKIIX KapT.

Awuckyccus

B pamkax aaspHedmmeir pabOTBI HEOOXOAMMA AETAAbHAsA pa3paboOTKa M OICHKA
3 PEKTUBHOCTU IPEAAOKEHHOTO METOAA AYTEHTH(MHUKALIINN U HACHTU(PHUKAIIIU AAA AOCTYIIA K
IIEPCOHAABHON MEAUIIMHCKON HH@OpPMALHE KM COOTBETCTBHE €ro TEKYIIUM TPeOOBAHHUAM
3aKOHOAQTEABCTBA B OTHOIIICHUN 3aIIUTHl X OOPAOOTKH IIEPCOHAABHBIX AAHHBIX (B 9aCTHOCTH
— MEAHIIMHCKHX AQHHBIX). OTKa30yCTOHYNBOCTD IIPHAOKECHHUSA, BHIOPAHHEII METOA XPAHECHUA
1 00pabOTKH AAHHBIX TPEOYIOT TINATEABHOIO TECTHPOBAHUA BO H30CKAHUE VIECPH U
ITOBPEKACHUA ITEPCOHAABHBIX AAHHBEIX C YIETOM CHENM(MUKI PAOOTH AAHHOTO IPHAOKEHUSA (B
PaMKax OKa3aHUA SKCTPEHHON MEAUIINHCKON momornn). HeMaAOBaKHBIM aCIIEKTOM pa3paboTKu
ABASICTCA CO3AAHIE AOITOAHHTEABHOTO KaHAAA AOCTYITA K AAHHBIM B YCAOBHAX YPE3BBIYAIHBIX
CHTyalHi, HE IIO3BOAMIOIINX PEAAH30BATH BXOA C HCIOAB30BAHUEM OMOMETPHYCCKUX

ITAPAMETPOB BAAAEABIIA AAfA SKCTPEHHBIX CAYKO COIAACHO IIPOTOKOAY Pa3perIéHHOIO AOCTYIIA
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K mH@OpMauH (COTPYAHHUKH CAYKOBI CKOPON MEAHIIMHCKOH ITOMOIIM, CIIACATCAH K HHBIC
AWIIA, UMEIOIINE 32KOHOAATEABHOE PA3PEIIEHUE K AOCTYIY K IIEPCOHAABHBIM MEAMITHHCKAM

AQHHBIM).

3akAroueHue

Taxum obpasom, HEOOXOAUMO OTMETHTB, YTO Pa3padaTHIBAEMOE MOOHMABHOE IIPUAOKCHHE
IMEET BAKHOE CTPATEIMYECKOE, COIHAABHOE H 9KOHOMHYECKOE 3HAYCHHA HE TOABKO AAA
OTACABHBIX TIOAB30BATEACH, HO M AASl BCEH CHCTEMBI 3APaBOOXpaHeHus B iieAoM. OObeAnHeHMe
mobuapnoro mpuaoxkenuad EIIMK u aoxkymenra EDAI mosBoAnmT co3AaTh aOCOAIOTHO
HE32aBHCHUMYIO CHCTEMY ayTeHTH(PUKAIINN U HACHTH(MHUKAIUMH IIOAB30BATEAS U CIIOCOOHA
3aMEHUTD BCE CYILIECTBYIOIIHE OYMa)KHBIE AOKYMEHTHI IIOAB30BATEAA, CACAAB KOMMYHHKALIIIO C
rOCYAAPCTBEHHBIMH HHCTHTYTAMU IIPOCTOM, AOCTYIIHOH H ITPO3PAYHOMN, 4 3aTPaThl TOCYAAPCTBA
Ha BBIIYCK, XPAHCHHE U COOP AAHHBIX O TPAKAAHAX CBECTH K MHHHMAABHOMY OOCAYKIBAHHIO
cepBepOB 1 0a3 AAHHBIX.

Hecmotpss Ha oueBHAHOCTD 3(PEHEKTUBHOCTH HPAKTHYECKOTO IIPUMEHEHUA AAHHBIX
METOAOB H Pa3pabOTOK B COBPEMEHHOM IM(PPOBOM IOCYAAPCTBE, HEOOXOAUMO OIIEHUTDH
9KOHOMIYECKUC ACIICKTBI BHCAPCHHUSA, IICPCICKTUBBI NCIIOAB30BAHUA CPEAN PA3AHYHBIX TPYIIIT
HaceAeHUs (B TOM YHCAE, AFOAEH CTAapIIIEro BO3Pacta), PUCKU YIEPH MAY UCKAKCHIA AAHHBIX K
pe3epBHBIC BAPUAHTHL AOCTYIIA K IIEPCOHAABHBIM AAHHBIM, B TOM YHCAEC AATOPHTMBI IIOAYICHES

paSpCH_ICHI/IH " AI/IHaMI/I‘{CCKI/Iﬁ KAIOY AOCTYVIIA.
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