European Scientific e-Journal, ISSN 2695-0243, No. 17 (2022)

erebem’uk, A. M., Rybalchenko, L. V., & Prokopov, S. O. (2022). Monitoring of cyber incidents of cloud\
services and protection of digital communication channels. The First Special Humanitarian Issue of Ukrainian
Scientists. Eurgpean Scientific e-Journal, 17, 40—53. Ostrava. (In Ukr.)

DOI: 10.47451/inn2022-04-01

The paper will be published in Crossref, ICI Copernicus, J-Gate, ISI, Academic Resource Index ResearchBib,
klnternet Archive, Google Scholar, eLibrary, Ukrainian National Library databases. j

Andrii M. Hrebeniuk, Candidate of Technical Sciences (Ph.D.), Associate Professor, Department of
Economic and Information Security, Dnipropetrovsk State University of Internal Affairs. Dnipro,
Ukraine.

ORCID 0000-0002-6529-683X
Lyudmila V. Rybalchenko, Candidate of Economic Sciences, Associate Professor, Department of
Economic and Information Security, Dnipropetrovsk State University of Internal Affairs. Dnipro,
Ukraine.

ORCID 0000-0003-0413-8296
Serhii O. Prokopov, Senior Teacher, Department of Economic and Information Security
Dnipropetrovsk State University of Internal Affairs. Dnipro, Ukraine.

ORCID 0000-0002-7247-5780.

Monitoring of Cyber Incidents of Cloud Services and Protection of Digital
Communication Channels

Abstract: This article is dedicated to cloud services and modern possibilities of protection of digital
communication channels. Today, usage of cloud technologies is steadily increasing both in business and
in everyday life. Saving and processing of large amounts of information in a virtual environment is
accomplished through the hardware and software, as well as communication channels of the provider.
Fast access and reliable protection of personal data is an important part of the basic requirements of work
with modern smart technologies. The purpose of the research is the analysis and monitoring of security
in the cloud services. In the course of the research to achieve the set goal were used the following
methods: methods of comparison, statistical and graphical analysis. In the article were used the previous
scientific research works of various authors, as well as the periodic ranking surveys of popular world
economic agencies and forums. The authors concluded that the most effective is the passwordless login
technology, which supports authentication based on certificates, ensures secure storage and management
of certificates, which are linked to the user and a specific device.

Key words: cloud technology, personal data protection, hybrid cloud monitoring, fraudulent records, cyber
fraud, confidential information.
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MoHiTopHHI KiOepiHIIMHAEHTIB XMapHUX CEPBiCiB TAa 3aXUCT HU(PPOBUX KAHAAIB
3B’ A3Ky

Aromayza: Crarrs mpuCBAYEHA XMAPHHM CEPBICAM Ta CYYACHHM MO)KAHBOCTAM 3aXHCTy IIHPPOBUX
KaHAAIB 3B’A3Ky. 3aCTOCYBAaHHA XMAPHHUX TEXHOAOTI HAa ChOTOAHIITHIN AEHb IOCTIHHO 3pPOCTa€ fAK Y
GisHecl Tak 1 y IIOBCAKACHHOMY KHTTL. 30epexeHHA Ta OOpoOKa BeAMKHx OOCATIB iHdOpMmarii y
BIPTYaABHOMY CEPCAOBHIII CTBOPIOETBCA 13 3aCTOCYBAHHAM AaIlaPATHUX 3aCO0IB, IIPOIPAMHOIO
3a0e3IIe9eHHA Ta KaHAAIB 3B’A3Ky mIpoBaiisepa. LIIBUAKUIT AOCTYII Ta HAAIHUI 3aXHCT IIEPCOHAABHUX
AAHUX € BAKAHBOIO CKAAAOBOIO IIIOAO OCHOBHHX BUMOT PODOTH 13 CY9aCHUMH XMAPHIMH TEXHOAOTIAMIA.
MeTOr0 AOCAIAKEHHA € aHAAI3 Ta MOHITOPHHI 3a0e3lledeHHA O€3leKH y XMAapHHUX cepBicax. ¥ XOAl
AOCAIAKEHHSA AASI AOCATHEHHSA ITOCTABAEHOI METH 3aCTOCOBYBAAMCH METOAHU ITOPIBHAHHSA, CTATUCTUIHOLO
Ta TpadIlIHOrO aHaAI3y. ¥ AOCAIAKEHHI 3aCTOCOBAHO IIOIIEPEAHI HAYKOBI IIparii aBTOPIB, IIEPIOAHYHI
PEHATHHIOBI AOCAIAMKCHHSA IOIYAAPHUX CBITOBUX CKOHOMIYHHUX arcHIi Ta (popymiB. ABTOPH AIHIIAK
BHCHOBKY, IO TEXHOAOTI O€3IapOABHOIO BXOAY, fIKA INATPHMYE aBTeHTHQIKAIUIO Ha OCHOBI
ceprudikaris, 3abesmedye OesliegHe 30epiraHHA Ta KePyBaHHA ceprTHDIKATAMM, AKI IIPHUB’A3aHI AO

KOpHCTyBa4a Ta KOHKPETHOI'O IIPUCTPOXO, € HAHOIABIIT CClDGKTI/IBHOIO.

Karouosi cr06a: xmapHi TEXHOAOI, 3aXUCT IIEPCOHAABHHUX AAHUX, IIOPUAHUI XMAPHHH MOHITOPHHI,
IIaXParChKi 3amucy, KibepImaxpaicTso, KoHMIAeHMIIHHA iH(OpMarIis.

T m— - -

Beryn

B remepimmniit vac, 3 IPUXOAOM ITaHAEMIi Ta B KOHTEKCTI OOMOBHX AlM, B HaImii kpaiHi
AKTYAaABHHIM CTAAO 3aCTOCYBaHHA XMAPHHX TEXHOAOIIH AAA CIHABHOTO BHKOPHCTAHHA 1
30epexenss iH(OpMaii.

[lopiune 3pocTaHHA AIAKHTAAIZAIN Y CBiTI Ta HEOOXIAHICTD POOOTH i3 IHHOBAITIHHIMEI
TEXHOAOIAIMHU, IIPU3BOAUTH AO BCEOIYHOIO IPOABY EKOHOMIYHOI 3AOYHMHHOCTI, aKTYaABHICTB i
HEOOXIAHICTD AKOI € BA)KAHBOIO AAfA IPYHTOBHUX HAYKOBHX AOCAIAKEHB ITIOAO 320€3IICUCHHSA
HAAIITHOTO 3aXHCTy IIEPCOHAABHHUX AQHHUX y XMApPHHUX CEpBICaX Ta 3MEHIIEHHA pPIBHA
IIOCTPAKAAAUX BiA PI3HOMAHITHUX EKOHOMIYHHX 3AOYHHIB. 3POCTaHHA KiOEP3AOYHHHOCTI,
IIIAXPACTBA TA IHIIMMX CKOHOMIYHHX 3AOYMHIB, IIOB'I3aHO 3 PHU3MKAMHI Ta 3arPO3aMH B YCIX
cepax KUTTEAIAABHOCTI OCOOUCTOCTI.

MeToro AAHOTO AOCAIAKEHHSA € aHAAI3 T4 MOHITOPHHI 3a0€3IIeYeHHA OE3IIEKH Y XMAPHUX
cepBicax. AAA  AOCATHEHHA IIOCTABAGHOI MeTH OyAO  IIPOAHAAI30BAHO  PEHTHHIN
HAHIIONYAAPHIIIIX ITOCAYT XMAPHOTO XOCTHUHIY, BUABACHO OOAIKOBI 3aITMCH 13 HAHOIABIIIOIO
KIABKICTIO EKOHOMIYHHX 3AOYHHIB, IO IPH3BEAU AO (PIHAHCOBHX BTPAT MailKE TPETHHY
KOMITAHIH Ta OpraHi3aiiii B YkpaiHi Ta CBiTi.

3pocTaHHA EKOHOMIYHHX 3AOYHHIB, IAXpalcTBa Ta KiOepaTak BiAOYBAarOTBCA depes
CTPIMKUIH PO3BUTOK HOBITHIX TEXHOAOTIII Ta U(PPOBOI EKOHOMIKH, B AIKY IIOTAUHYAH yCi cpepu
AIIABHOCTL B YCHOMY CBITI.

3aCTOCYBAaHHA METOAIB IIOPIBHAHHSA, CTATHCTUYHOIO Ta TIPadidHOIO aHAAIZY AAAO

MOKAHUBICTD AOCAIAmTH 1ipani BiTausHAHux (Rybalchenko et al., 2021a; Rybalchenko et al., 2021b;
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Rubalchenko & Ryzhkov, 2019; Rubalchenko & Kosychenko, 2019) ta 3apyOixunx Haykopmis (Less
than 20% of IT..., 2019; How do you protect..., 2018; For some cloud services. .., 2018; Hayionansnuii
mmoexc xibepbesnexn, 20205 Global Cybersecurity Outlook 2022), cBiTOBI peHTHHIOBI areHmil AAfA
BIIPOBAAKCHHS ~CYY9ACHHX TEXHOAOIIH IIMOAO 3a0e3ICYeHHs IIOCTIHHOIO —3aXHCTy Ta

MOHITOPHHIY 3aAAA IIPOTHAL EKOHOMIYHUM 3AOYMHAM, ITAXPANCTBY Ta KIOEP3AOUYHMHHOCTI.

OcHoBHA yacTHHA

CkA2AHICTH XMap 3pOCTa€ 3 KOKHHM POKOM, a TIiOpHAHA XMapa CTaAa HOBOIO
iHdpacTpyKTyporo. Xoua BIpTyaAbHI MAIITMHU 3a AUIIAIOTHCA HAMIIOIIIMPEHIIITIM CEPEAOBHUITIEM
xMapHuX oOuucAeHb (83%), koureitnepu (37%), 6e3 cepsepis (28%) ta cepsicHi citku (21%)
HAOHUPArOTh HOMyAApHICT. ['IOpmAHI Ta OaraToXMapHi INAXOAH 3apa3 CKAQAAIOTH OIABIIIE
TperuHu ycix koHdirypariii (77%).

Iz 3pocrammam ckaapHOCTI XMapHOI 1HQPACTPYKTypH, Oe€3IleKa CTA€ CIIABHOIO
BiaioBiaaAapHICTIO DevOps (development & operations - Iie METOAOAOTA aBTOMATH3AIL
TEXHOAOITYHHUX IIPOLECIB 300py Ta BIIPOBAAKEHHS IIPOrPaMHOrO 3abesmedcHH:d). Merrme
ITOAOBHHH Oprasizanii (45%) 3apas MaroTh CIIEIiaABHY IPYITy OE3IIEKH, BIAIOBIAAABHY 32 XMapYy,
a 35% ycix opranisariii 3apa3 BHKOPUCTOBYIOTh 200 kKoMaHAY DevOps, a00 crieriaAbHy KOMaHAY
DevSecOps (po3poOka, ekcriayarariis ta Oesnexa) aad 6esneku (Puc. 7).

Hespaskaroun Ha Aefki mpoOaemu Oesmekn, OiAbImicTs (57%) Oe3cepBepHUX KOPHCTYBAdiB
Hapasl BUKOPUCTOBYFOTh HOIO AK y BUPOOHMIITBI, TaK 1 B mpoiieci po3podku. bBiabmmicts, fki
3apa3 BUKOPHCTOBYIOTh O€3CEpPBEPHI IIPOTPAMH, MAIOTh BUCOKUN CTYIIIHb BIIEBHEHOCTI Y HOTrO
Oesmert, TOAl Ak TpetuHa (32%0) BUCAOBAIOFOTH HEBIIEBHEHICTD y OE3IIEIl CBOIO CEPEAOBHIIIA.
(Puc. 2)

Ckaaa ribpuanoi xMapu crionykae komaHAu DevSecOps mrykatu OiAbITie iHCTPYMEHTIB AAS
3aXHCTy CBOIX pO3MOAiAeHHX cepepoBuInl. [lomaa 75% odikyroTh 30IABIIEHHA KIABKOCTI
IHCTPYMEHTIB, IO BUKOPUCTOBYIOTHCS, IIPOTATOM HACTYIIHUX ABAHAAIATH MICAIB, IPH I[LOMY
HIXTO HE O4iKy€ BIAMOBH BiA BUKOPHCTAHHA OYAb-AKHX IHCTPYMEHTIB. TpeTrHa opraHisariiii, 1o
3BITYIOTh, BUKOPHCTOBYIOTH OIABIIIE ITATH IHCTPYMEHTIB AAA Oesmeku xmap. [lommumpenns
XMapHHUX 3aCO0IB OE3IIEKH 3aAHIIAE INAIPHEMCTBO BPAa3AUBHM, IO BKA3y€ HAa HEOOXIAHICTD
IHTEAEKTyaABHOI ~ aBTOMAaTH3aIlii 1oAlTuku.  biapmre  moaosmam  (60%)  opramisariin
ITOKAAAAFOTBCA HA Py4dHI KOHIryparii ITOAITHK O€3IIeKH CBOIX IIpOrpam, TOAl fIK MaiiiKe BCl
opramnizanii (90%) MOKAaAAFOTBCA HA KIABKOX OCIO AAA HAAAIIITYBAHHA Ta BCTAHOBACHHSA IIPABHA
ITOAITHKH.

LI BIACYTHICTE HAOYHOCTI MO#e ITIPU3BECTH AO TIOTAHOI IIPOAYKTUBHOCTI AOAATKIB, BTPATH
AQHHX KAIEHTIB T4 HEBU3HAYCHUX 3arPO3 OE3IIeI, II[0 BCE MOMKE MATH CEPHO3HI HACAIAKK AAA
3araABHOIO yCIixy OisHecy B opramizarii. I'pomaAchkuii Ta riOpuAHNNE XMapHUN MOHITOPHHT
Ma€ IOTYKHOCTI ITOAO BIACTEKEHHS TPAAUIIINHHUX IIEHTPIB OOPOOKH AAHHUX.

OnuryBaHHA 30CEPEAKYBAAOCA HA IIPOOAEMAX, 3 AKHMU CTUKAETBCA MOHITOPHHI
IIYOAIYHHUX Ta IIPUBATHUX XMap, 4 TAKOK AOKAABHHX LIEHTPIB 0OpoOKN AaHuX. AaHi, BUABACHI
IT-cmeriaaicraMu, IOKa3aAH, IO XMapHI IIPOBAHAEPH HE 3a0€3II€9yFOTh HEOOXIAHOIO PiBHA
BHAMMOCTI:
®  CEpEAOBHINA 3aTAABHOAOCTYIIHHX XMap BaKKO KOHTpoAroBatm: menire 20% IT-daxisris

IIOBIAOMUAH, IO BOHH MAaAM IIOBHHM, CBOE€YACHHH AOCTYII AO IIAKETIB AQHUX Y
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3aTaABHOAOCTYITHHAX XMapaX. Y IPHBATHUX XMapaX CHTyarifd Kpara: 55% IOBIAOMAAIOTH

IIPO HAACKHHI AOCTYIL. Y AOKaABHHX IIEHTpax oOpoOkm AaHHX 82% MaroTh HEOOXIAHY

BUAUMICTE;
® BUANMICTL Ha pIBHI IIaKeTiB Ma€ BHpIIIAABHE 3HAYEHHA AAA MOHITOpHHIY: 806%

PECIIOHACHTIB 3a3HAYHAH, IO BUAMMICTD BAKAUBA AAA MOHITOPHHIY IIPOAYKTHBHOCTI

Mepexl Ta AOAATKIB, a 93% 3aaBHAN, 110 BOHA BaskAHBA AAS Oesrreku (Puc. 3).

Pirmenns AAf BHAMMOCTI ITOKPAIIYIOTh MOHITOPHHT, YIPABAIHHA IIPOAYKTHBHICTIO MEpPekKi
Ta Oesmexy. Maitxe Bci pectioHAeHTH (99%) BHABHAM TPAMHE 3B’A30K MK 3araAbHOFO
BHAUMICTIO Mepe:ki Ta miHHICTIO Oi3Hecy. [IporoHoBaHO Tpy HaWKpaImi mepeBara BUAIMOCTI:
1) moniTOpHHT Ta 320e311eYeHHA IPOAYKTHBHOCTI iporpamu (60%0);

2)  yBimkHeHH# iaeHTHdIKALT 3arpo3u (59%);
3) BHU3HAYEHHA (ITOKA3HHKIB KOMITpomicy» Oesreku (57%).

OmnuTyBaHHA TAKOXK IIOKA32A0, IIIO BUAUMICTD Ma€ BUPIITAABHE 3HAYEHHA AAA MOHITOPHHIY
IIPOAYKTHBHOCTI XMap, a4 TaKOK IEPEBIPKU IIPOAYKTUBHOCTI AOAATKIB AO PO3rOPTAHHA XMApPH.
ITepeabadennsa IPOAYKTHBHOCTI — KAIOYOBHH BHKAHK, 87% KOPHCTYBAYIB XMapH BaiKKO
IIepeADAYNTH IPOAYKTUBHICTD AOAATKIB Y XMapi (Less than 20% of IT. .., 2019).

3apas opranizanii akTUBHO 00 €AHYIOTBCA, IO AO3BOASIE IM 30epiraT BEAUKI OOCATH AAHUX
1 AOAATKIB 3 DIABIIT BUCOKOXO OE3BIAMOBHOIO POOOTOXO Ta 13 3HIKEHHAM BHTPAT.

OpHi€CFO 3 HANHOIABII IIOMITHHX IIPOOAEM € VIIPABAIHHA OCOOHCTHMH AAHIMH Ta
aBTropu3aIld. 3 IOYATKy XMAPHUX OOYNCAEHb METOAU aBTOPU3AII] B XMapl IIEPETBOPUANCH HA
HOBI MOAEAL, fIKI BU3HAIOTh OE€3AId PI3HOMAHITHHX IIOCAVT, fIKi Temep O0’€AHYIOTHCA, OO
cchopMyBaTH MEPEKY KOMIIAHII.

LIi mAXOAM BPaXOBYIOTBH 3POCTAIOYY KIABKICTH CAIIIMX MICIIb O€3IIEKH Ta CAAOKHX MICITh Y
XMAapHOMY CEPEAOBHII. 3aMiCTh TOrO, 10O 3’€AHYBATHCH APOTOM Y MEMHAX KOPIIOPATHBHOL
Mepe:ki, OIABIIICTD ITUX HOBUX IOCAYT BIAKPUTI AASl [HTEpHETY, PO3IINPIOIOYN ITOBEPXHIO ATAKI
IH@PACTPYKTYPH KOMIIAHIIH.

HaBeaemO I’AITh KAIOYOBHX ITOALH, AKI CAIA PO3TAAHYTH AAfl YIIPABAIHHA aBTOPH3ALIEIO B

XMapl.

Llenmpanisosare ynpasainmna ma posnodiaeni nocayeu

V' TpaAuIIHOMY AOKaABHOMY CEPEAOBHIII BCIX KOPHUCTYBAdiB 3a3BHYail OOCAYTOBYBaB
€AHHHII CEpBEpP, AKUH OOCAYrOBYBaB OM KOKHY IIPOIPaMy, HE3AACKHO BIA TOrO, HAAABATH YU
3a00POHATH AOCTYIL. Y XMAPHOMY CEPEAOBHIII KOKHA CAYKOA Ma€ CBiif BAACHMI HabIp AO3BOAIB
Ta IAeHTU(IKAIIINHIX AAHUX, 2 TAKOK BAACHHI MEXaHI3M aBTOpH3arlii Ta aBTeHTH(IKaIIil AAF X
IMATPUMKH Ta 3acTOCyBaHHA. lle 3HAYHO YCKAAAHIOE HAAAIITYBAHHA Ta BIAKPHBAE HU3KY

IIPOOAEM IIOMHAOK KOHMIrypartii, 1o Mpu3BOAUTh AO XMAPHHUX aTaK.

Iocayeu 3 asmopusayii

AAf TOro, MOO6 KepyBaTH KOPUCTYBAYAMH Ha EAHHIN IAAT(OPMI, BEKOPUCTOBYETHCA OAHA
30BHIIIHA CAykOa apropusarii. Bu mHasaere 0OAiKOBI AaHi cAyxkOM aBTOpm3aIii 0OAIKOBOMY
3AIINCY, AKUH MOYKE CTBOPIOBATH THMYACOBI POAl 200 KEPYBATH BAILIMMU OOAIKOBIMH 3AITHCAMU
B OAHOMY XMapHOMY CEpBiCi, IKHM BH KOPHCTYETECh. 3aBAAKH ITbOMY KOPHCTYBAYiB MOKHA

BHU3HAYNTH HA OAHIN HAATOPMI, aAe ITOCTAYAABHUKY IACHTH(IKAIAHUX AAHHAX HOTPIOHO
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AOBIpATH, IIOO BiH HE BHKOHYBAB INKIAAUBUX AlM, a2 KOAH II€ CTAHETHCH, MOMKE OyTH BayKde
BIACTEKUTH, 3BIAKH IIi All BUHIKAM.

Meroan xmapHOi aBropusarii pisai, BkArogaroun MAC — Ae KOKEH AOAATOK BOAOAIE
IHAMBIAyaABHUME AO3BOAaMH Aoctyiy, DAC — Ae KOKEH AOAATOK 3AITHUTYE AO3BOAU BIA
30BHIIIHBO! IIporpamu A03B0AIB, RBAC — aAe cayx0Oa aBTOpH3arii BOAOAIE POASME 3 PISHHMI
npuBiresMu y xmapHiii cAyx0i Ta ABAC — aAe Aoctym 6a3yerbes Ha aTpHOYTAX Ta IIOAITHII

3AITHTY.

Crmamucmudnutl ananis Kibepinyundennie Xmapnux cepeics

AAf ACAKHX XMApHHX cepBiciB OiAbIie 75% OOAIKOBHX 3aIIMCIB BHKOPHCTOBYIOTHCHA
xakepamu. Aocaiaankn BusBuAH, mo 21,57% BIACOTKIB OOAIKOBHX 3aIIHCIB, IO IIOXOAATH 13
alarrazonis IP-aapec xmapHoro cepsicy, € mraxpaticeknmu. IIKIAAEBI OOAIKOBI 3armicu y Bicim
pasiB JacTillle BHHHKAIOTh Y€pe3 XMapHI CepBiCH, HIK 3BUYaiHi kopucTyBa4l. Hacrpasal, Aeski
XMapHIi CAYKOU Ta IIEHTPU OOPOOKH AAHHX MOKYTh MaTh OiAbItie 75% rraxpaiichkux 0OAIKOBHX
sarucis (Puc. 4).

3BiT I0AO 1HAEKCY 1Taxparictsa DataVisor 3a 2 xBapraa 2021 poky — 11e mokBapTaAbHA
OIIHKA THIIB Ta METOAIB IIaxpaiicta B InTepreri Ha coniaapHuX mAaTdopmax Ta (DiHAHCOBUX
cayxOax. [Torounnii 3BiT Bukoprcroye iHdopmMmariiro, 3i0pany DataVisor y repioa 3 KBITHA 1O
ugepsenb 2020 poky, anaaizyroun 1,1 MiAbApAa aKTHBHHX OOAIKOBUX 3aIIMCIB KOpHCTyBadyiB, 1,5
MAH. AOMeHIB eAekTpoHHOI norrty, 231000 Tumnis npuctpois ta 562 mpoBafiAepiB XMapHOTO
XOCTHHIY Ta IIEHTPIB OOPOOKH AAHUX, CEPEA IHIINX TOKA3HUKIB.

AoOpe mpoAymMaHa Ta KepOBaHA IIPHCYTHICTb Y COMIAABHHX MEPEKAX € OOOB’A3KOBOIO
YMOBOIO AAA OIABIIIOCTI KOMITAHIHI Ta IXHBOI pOOOYOI CHAH, aA€ HAATO MaAO 3 HHUX
3AMUCAFOFOTBCA IIPO ITOTEHIIHI HACAIAKI aTaKH, CIIPAMOBAHOI Ha Hel.

CorriaabHi MeAla BCe 9acCTiIIe CIIPUHMAIOTBCA AK IIOAE OHTBHU, 3a0€3IIE€UIyIOYHN ITAATdOPMY
AAfL CKAAAHHUX KAMITAHIH BIIAHMBY, fIKI IIPOBOAATHCA HAIIOHAABHIMU AepaxaBamu (Ipax Ta imimi),
PISHEMH XaKEPCBKHMH TIPYIIaMH, IIIOO AOHECTH CBOE ITOBIAOMAGHHSA Ta PEKAAMYBATH CBOI
IIOCAYTH, a 3AOBMHCHHKU IIParfHyTb OOAYPHTH IHIIIHX KOPHUCTYBadiB PO3AYIHUTHCA 3
KOH(IACHIIITHOIO 1HMOPMAIIIEIO 2400 KPHUIITOBAAFOTOIO.

®irrepu BuAaroTh ceOe 3a Beauki Opuranceki Oanku y Twitter. Kaierrn 6ankiB Beankol
Bpuranii crarors MireHH:o direpis, Akl BUAAIOTH ceOe 32 OOAIKOBUI 3AITUC CAYKOH IATPHMKI
kalerTiB Gankis y Twitter (Less than 20% of IT..., 2019). ®iepu BUOHPAIOTH BapiaHTH HA3BU
3aKOHHHUX OOAIKOBHX 3aITHCIB 1 ITOBTOPIOIOTH iX 30BHIIIHIN BHUTAfAA, 4 TAKOK BBOAATHCH, KOAU
KOPHCTyBad CTaBUTh 3allHTAHHA AO 3aKOHHOIO OOAIKOBOTO 3ammcy. AAf IIPHKAaAyY:
niapobaeHnit obAikoBmit 3anmnc — @BarclaysUKHelp, sakonnnit — @BarclaysHelpUK.

dirrep, 1110 KOMITAEKTYE IAPOOAEHUIT PAXYHOK, BIAITOBIAAE Ta HAIIPABAAE KOPUCTYBAYa HA
irmmHr-caliT, AKUI Ay?Ke HATaAy€ BAACHY CTOPIHKY BXOAY OaHKy. KopucryBadl, fiki BBOAATH CBOL
00AiKOBI AaHi B [HTepHET-OaHKIHIY HA IIEH INAPOOACHHH CalT, (DAKTHIHO IEPEAAIOTH CBOI AaHi
maxpadm. IHOAl IraxpaficTBO He 3aKIHYYETHCA, 1 5KEPTB IIPOCATH BBECTH AOAATKOBY OCOOUCTY Ta
inancopy indopmaniro. [Tizmimme g indopmaris OyAe BUKOPUCTOBYBATUCS ITAXPAAMH AAS
ODOXOAY 3aXOAIB Oe3IIeKH OaHKIB Ta AOCTYIIY AO PAXYHKY KEPTB.

KopucryBagam 9acTo KaxKyTh, IO CAIA OCTepiraTucA HeOa)aHuX MOBIAOMAEHD. Lleit meToa

dimuHry € BUCOKOe(EKTHBHUM, OCKIABKI KOPHCTYBAY BKE OUIKY€E BIAIIOBIAL BiA aKayHTa OAHKY
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B Twitter i IIPOCTO IIPHUIIYCKAE, IIIO OTPUMAHE IIOBIAOMACHHA HAAXOAUTH BiA OaHKY. 3BUYANHO,
dirrepu poOAATH BCe MOKAUBE, IIIOO HE BUKAUKATH KOAHHUX IA03p. Pirrrepu BUKOPUCTOBYIOTH
Twitter, 1100 BuAaBaTH ceOe 32 KOKeH BeAnKuil Oauk Beankol Bpurawii. Pamirie moaAiOHI aTaku
3acTocoByBaaucsi A0 kopuctypadiB PayPal. 3a aAammmu kommanil, (pIIIHr y COIiaABHHX
Mmepesxax 3pic Oiapmm Hix Ha 100% y 2—3 xBaprasax 2020 poxy.

Ocdirifini OOAIKOBI 3AIIMCH YACTO MAIOTh OIAfl CBOTO IMEHI CHHIO IIO3HAYKY «TAAOYKA».
Sxmo Hi, BUKOHATE KOPOTKHH momyk y Twitter, o0 moOadnTy, 9u 3’ABAAIOTHCA IHIII
OOAIKOBI 3AIIHCH, 1 AIKITIO BOHU 3 ABAAIOTHCH, YBAKHO OIHITH KOMKCH 13 HUX Ta BIACIHTE IIAPOOKL.

€amna mmaardopmMa AAA 3aXHCTYy THMPOBHUX Ta COMIAABHHUX KaHAAIB I1e mAaTdpopma SaaS
Cyber SafeGuard i3 IIHPOKHM OXOIIACHHAM KaHAAIB (COIAABHI MEAia, MOOIABHI AOAATKH,
Mepe:kl CIIBIIpAIll, MarasmHH AOAATKIB TOIIO), BAOCKOHAACHHMHU AATOPUTMAMH IITYIHOTO
IHTEACKTY Ta MAIITMHHUM HaBYaHHAM OyAa PO3POOACHA AASl BUABACHHS 3aIPO3 Y BCIX IIU(PPOBHUX
KaHAAAX, I1[0 HAACHKATh OPraHi3allii Ta 3aXUINaTUCS BIA HUX.

3a AOIIOMOTO}O i€l TAAT(POPMU MOKAHBO IIOCTABUTH HA KAPAHTUH ITIKIAAUBE ITIPOTPAMHE
3abe3redeHH s, craM Ta (PIIUHT, AKI MAlOTh Micie y IudpPOBUX Ta COMIAABHUX OOAIKOBHX
3aIIMCax 1| BAKOPHUCTOBYIOTBCA AASl OTPHUMAHHSA AOCTYITy AO opraHisamii. Haaaerpca MoxAnBicTD
3aXHCTUTH OOAIKOBI 3aIIICH BIA 3A0My ODOAIKOBHX AaHHX. AAe, HAHTOAOBHIIIE, mAaTdOpma
aAAIITOBaHA AO HOBHX PH3UKIB.

[lykaroun pimreHHA AAA MiHIMI3aIl PH3UKIB y COLIAABHUX MEpPEKaX, OpraHi3arii IOBUHHI
IIaM ATaTH PO KOHMIACHIIHHICTD IIPAITIBHIKIB.

Icayrors TexHOAOTrL, ITOAITHKA Ta PIIIEHHA AASl MOHITOPHHIY, fIKI MOXYTb AOIIOMOITH
3aXHCTUTH BIA COIIAABHUX Ta NU(MPOBUX PU3HKIB, AA€ KOAHA 3 HUX HE € BCEOCHKHOIO, ACAKI
HeedEKTUBHI, a ACAKI HE MOKYTh MACIITAOYBATHCA — BOHHU IIPOCTO HE MOKYTh OOPOOUTH BCIO
iHdopMaIlifo Ta poOOUMIA IPOIEC YCIX COMIAAPHHX 1 NU(POBUX KaHAAIB, fAKI HAAEKATH
opraHizarii Ta He MOKyTb HEIAHHO B/KUBATU 3aXOAIB AAfA IIPHAYIIEHHA KOKHOI'O PH3UKY 3TIAHO
13 3a3AAAETIAD HAAQIIITOBAHUMU ITPABUAAMH.

XaKepchKi aTaKH BIAOYBAIOTBCA B PEHKHUMI PEAABHOTO YaCy, TOMY IX HEOOXIAHO 3YITHHATH Y
pexumi peaasroro ywacy (How do you protect. .., 2018). HaltOiabIma KIABKICTD ITAXPafCHKUX aTAK
— y CIIA Tta Kurai. biasmre 21% defikoBux akayHTIiB, HAIIACHUX Ha OHAAHH Ta (PIHAHCOBI
mocayrn, mnoxopadats 13 CIHA, a 17% — 3 Kuraro. V  arakax, HamiACHHX Ha
HIBHIYHOAMEPHUKAHCHKI OHAAITH-cepBicH, Oiabmre 45% mammaais 6yao saificaeno B CIIIA. Iixaso,
IIIO 3AOYHUHHI I'PYIIN 3aAYYAIOTh PI3HUX IOCTAYAABHHKIB XMAPHHUX ITOCAYT 32A€KHO BIA aTAKH.
[[Taxpai, HarticeHi Ha coIiaAbHI TTAAT(OPMHE, 3HAYHOIO MIPOIO BUKOPHCTOBYIOTH BEO-CAYKOH
Amazon, TOAL fIK IIaxpasM, HAIIACHIM Ha MOOIABHI AOAQTKU Ta (DIHAHCOBI IIOCAYTH, BIAAAIOTH
rrepeary DigitalOcean.

CkoOpAMHOBaHI aTaku BIAOYBAIOTBHCA IPYIIOIO INAXPAHCBKUX OOAIKOBHX — 3aIIHCIB,
KOHTPOABOBAHHX OAHHUM 1 THM 3AOBMUCHUKOM IIPEACTABASIOTH OIABIIICTD IITAXPARCHKUX ALH AK
y coriaapHUX mAaTopMax, Tak 1 y inaHcOBUX cAyxOax (Puc. 5).

biabme 90% peectpariii ¢eHKOBUX aKayHTIB y COMIAABHHX HAAT(OpPMAX ITOB’A3aHI 3
CKOOPAMHOBAHHMU aTakam, y (piHarcoBomy cexktopi Oiabrne 40% rmaxpafictBa 3 AOAATKAMI
ITOXOAHTD BiA CKOOPAMHOBAHHX ATaK.

Xoua OIABIIICTD MIAXPAFICHKUX ATaK TPAIAAETHCA MEHIIIE HIK YEPE3 ACHD ITICAS CTBOPEHHSA

OOAIKOBHUX 3AITHCIB, ACAKI AKAYHTU “‘CIIAABPHUX KAITHH MOJKYTh YEKATH MICALAMH 200 POKAMH,



European Scientific e-Journal, ISSN 2695-0243, No. 17 (2022)

IIEPIIT HIK IX BUKOPUCTOBYBATH. B cepeAHbOMY ITTaxpalichki akayHTH IHKYOYIOTBCA 35 AHIB IIEpeA
araxoxo (For some clond services. .., 2018).

Kosker xmMapHMii cepBic Mae BAACHIIN HaOIp IHCTPYMEHTIB, AO3BOAIB, (POPMATY KYPHAAY Ta
inTepdericy, 10 poOUTh OE3IIEKy HOBOIO IIPOOAEMOIO AAA KOXKHOI IIporpamu. BaxawuBo
3BEPHYTH yBary Ha BIAMIHHOCTI MIK XMAPHUMHE CEPBICAME Ta BUOPATH IIPABUABHIH, BUXOASIN
3 Barmux notped. Ilepekonaiitecs, IO BU 3aBXKAM MOMKETE CKAa3aTH, XTO 1 3 AKOI IPHIHHI
OTPHUMYE AOCTYI AO BaIllMX KOH(MIACHIIIHUX AQHHUX, 1 IO KOXKEH AOCTYII HAAXOAUTH i3

3aKOHHOTO AJKEPCAAQ.

Kibeputaxipaiicnmso

B ocranni pokn, cBITOBHE PHHOK XMAPHUX IIOCAYI MA€ TEHACHIIIO IITOAO AHMHAMIYHOIO
spocranud Ha 20%. 3a upormosanmu Aaxumy, y 2022 pomi IT-mocAyrm MoxyTs ckAacTH
6An3pKO $331 MApA, a BIAITOBIAHO CBITOBI BUTpATH HA IIYOAIYHI XMapHI CEPBICH 3POCTYTH AO
2023 poxky Ao $500 MApA.

3pocTaHHA KIABKOCTI TPAaHCHAIIOHAABHHX KOPIOPAIIl IMOAO HEPEMIIIEHHA AAHHUX Y
IIyOAIYHI XMAPH BIAIIOBIAAE aKTYaABHHM IIHTAHHAM ChOroAeHHA. HatirronyapHirmim cBitoBuM
TPEHAOM € 3aCTOCYBaHHA TAODAABHHX IyOAidHmX xmap, Takux Ak Google Cloud, Microsoft
Azure, Amazon Web Services.

3 arororo 2022 poxy cynyraukoBuii inTepHer Starlink BiA kommanii SpaceX Iaona Macka
posmupus 30HY HOKpHTTA B Ykpaini. Kommania SpaceX BCcTaHOBHAA Bke ITOHAA THCAYY
cynyTHUKIB AAA Starlink Ta mpoAoBiKye posmmproBaté IOKpUTTA. 3araaom SpaceX ITAaHye
BUBECTH Ha HABKOAO3EMHY OpOiTy 12 THC. TAKMX CYIYTHHKIB, a ITOTIM AOBECTH X KIABKICTB AO
30 Tumc.

Barato maxpaficbkux OOAIKOBHX 3aIIHCIB B OAHKAX BUAAAAIOTBCA YEPE3 TE, IO BUHUKAE
ITIAO3pa IIOAO BIAMHBAHHSA rporreii Ta maxpaiictsa. [ludpose cycmiabctBo He MOke Oe31IeIHO
icayBatu 6e3 HaAliHOI cuctemu kibepOesneku. [TopiaHo BiAOYBAETHCA AOCAIAKEHHA PEHTHHIY
HAITIOHAABHOTO IHAEKCY KiOepOe3IleKu, AKHH AA€ MOKAHBICTH BUMIPIOBATH TOTOBHICTH KpaiH
3a100iraTu Kibep3arposam i KepyBaTu HUMU.

3a parmvu NCSI 'y 2021 porii AiaepaMur piBHA HAITIOHAABHOI'O IHAEKCY KiOepOe3reku y cBiTi
oyam: I'penis, Anrtpa, Beapria, Yexia, Ecronia, Himeuanna, [Topryraaia, Icnamnia, [Toasrma Ta
Oinaanpia (Puc. 6) (Hayionansvnui indexe xibepoesnexu, 2020). Yxpaina y iboMy pedTHHIY 1ocira 24
micrie 13 mokasHukom 75,31,V peirruary B3aan yaactsb 160 kpain city. HeoOxiaHO ckasarw, 1o
piBeHb POBOrO PO3BUTKY YKpalHH CTaHOBHUTH 55,95, IO € OiABIIE CEPEAHBOIO B YCHOMY
CBITI.

Bian xiOep3AoumHiB, AKMM € HANWIIOIINPEHIIINM 13 BHAIB EKOHOMIYHHX 3AOYHHIB,
ocTpaxAaro 0An3bko 31% opramizarii B Vkpaini y 2021 porii, fki mpusBean A0 (DiHAHCOBUX
30UTKIB T4 IHIITUX HACAIAKIB.

BAuspko TpermHM yKpalHCHKHUX OpraHi3ariiii BKasykOTb, IO ITOCTPAKAAAN BiA HACAIAKIB
IIKIAAMBOT'O IIPOrpaMHOro 3abe3nedenHs, 38%0 yKpaiHChKUX PECIIOHACHTIB 3a3HAYHAM, IO {XHi
oprasisamii IIOCTPAKAAAN BIA BHMATAHHA Y€PE3 BPAKEHHA IPOIPAMHHUM 3a0€3II€ICHHAM THITY
ransomware. Maiixe KoxHa Tpers ykpaiHcbka kommasid (31%) mae BIAITOBiAHI mporpammn
3aXHCTY BIA KiOepaTak. AO OCHOBHUX BHAIB €KOHOMIYHHUX 3AOYHHIB T4 IIIAXPAlCTBa, BIA AKHX

IIOCTPAKAAAH KOMIIAHI BHACAIAOK kiOepartak y 2021 pormi, HaAexaTp: HOPYILIEHHA Oi3Hec-
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IIPOIIECiB, BUMAraHHsA, ITOPYIIEHHA IIPaB 1HTEACKTYaABHOI BAACHOCTI, aTAKH 3 IIOAITHYHHM
MOTHBOM, HE3aKOHHE IIPHUBAACHEHHA MaliHa, 1HCAMACPCHKA TOPIIBAS, IIAXpaiicTBO y cdepi
3akymiBeAb Ta iumm (Puc. 7).

Haiibiabmre koMIaHil ITOCTPaKAAAN BIA KibepaTaku, B AKIH OYAO 3aCTOCOBAHO IIIKIAAHMBE
porpamue 3abesredenns. Takux xommaniii B Yipaini 35%, a y csiti 36% (Puc. §). Bia atak
irmmuary — B VKpaini mocrpaxaasn 13% xommaniii, y citi Maitxe y Tpu pasu 6iabrre 33%. Aaai
HAYTh CKAaHYBAHHS MEPEiKi, aTaka METOAOM INADOPY IapOAIO, ataka mocepeAnnka. HeoOxiaHO
3ayBA)KUTH yBAIy HA TAKOMY BAKAUBOMY MOMEHTI, IIIO OIABIIICTD KOMIIAHIN HE XOYyTh TOBOPUTH
PO Taki 3arposu, OO Ii¢ BIAMBAE€ HA IMIAJK KOMIIAHIH, iX KOHKYPEHTOCIIPOMOKHICTD Ta
IHO3EMHHX 1HBECTOPIB, 3 AKUMHU BOHU IIPAITFOIOTE.

3aCTOCYBaHHA CyYaCHHX TEXHOAOIIH AAfl 3a0€3IEeYeHHA IIOCTIHOIO 3aXHCTy Ta
MOHITOPHHIY AAfl IPOTHAI EKOHOMIYHHM 3AOYHMHAM Ta IMaXpaicTBy Ao3soase 49%
YKpaiHCbKHIM KOMIIAHIAIM CTBOPIOBATU 3aXHCT CBOIX AaHHX, a 51% kommamiii BKasyrOTb, IO
3aCTOCYBAHHA TAKHX TEXHOAOTI Aae IH(OPMAIIO AAA BKHUBAHHA 3aXOAB ITIOAO IPOTHALL
E€KOHOMIYHHUM 3AOYHUHAM.

AO TEXHOAOrIH, fKi BHKOPHUCTOBYFOTHCHA AAfl IPOTUAL EKOHOMIYHHM 3AOYMHAM a0O0
IIAXPANCTBY HAACKATH: PEIYAATOPHA AHAAITHKA, IIEPEBIpKA KOHTPAKTIB 3 KAlEHTAMH,
MOHITOPHHI KOMYHIKAITi, TTOCTIFHUI MOHITOPHHT, MOHITOPHUHT €AEKTPOHHOI ITOIITH Ta 1HIII
(Taba. 7).

AHAAI3YFOYH 3arpO3H, fKI CTAAUCA BHACAIAOK KiOepaTak, HEOOXIAHO CKA3aTH 1 IIPO HAABHICTH
daxiBIiB y KOMIaHIAX AAA IpOTHALl kibeparakam. Y 2021 pomi 6% xommanii OpaxyBaso
BIAIOBIAHEX (DaxiBIIB, (axiBIii 6%0 KOMIIAHIH ITOKAAAAAMCA HA 3aXHCT 13 30BHIIIHIX PeCypcis,
HOTPIOHICTD Y (PaxIBIAX, AKI BOAOAIIOTH TAKUMH TEXHOAOIIAIMU CTAaHOBHTDH 37%, HEOOXIAHICTD

IIPOWTHU HABYAHHSA T4 IIABUIIMTH KBaAIikaIiito aaf 47% KOMITAHIN € AKTVAABHUM ITUTAHHSAM.
Yy

HyaboBa AoBipa

APpXITEKTypa HYABOBOI AOBIpH 0a3yeThCA Ha IIPHIIYINEHHI, IO JKOAHIH CAYXOi, cepBepy,
POAl I KAIEHTY Yy BaIliil Mepeki He MOKHA AOBIPATH. 3aBKAW ABIUI IIepeBIpANTE 3aITUTH HA
AOCTYII A0 KOH(MIAGHIIAHNX AAHHX, 3aCTOCOBYHTE OaratodaxkropHy ayTeHTH]IKAIIIO,
BIACTEKYITE 3MIHM B IIOBEAIHII Ta BIIPOBAAKYHTE MOAEAb TIPHHIIUIY HAHMEHIIIOIO
HIPUBIACHOBAHOTO. SIKITIO BU MOKETe BUSHAYUTH, K IIOBHHEH ITOBOAMTHCH KOKEH KOPHCTYBAd,
1 AO IKIX AAHHX BIH Ma€ AOCTYII, BU 3HA€TE, K BIACTE/KYBATH ITUX KOPHCTYBAUIB.

Kopucrysauais API (Application Programming Interface — e Habip crocoOiB i mmpaBuA
B32€MOAIl Ta OOMIHY AAHHMHU MDK PISHHMHU IIPOTPAMAMM) CAIA OOMEKHTH BIAIIOBIAHO AO
IIPUCTPOIO-BUPOOHUKA, A TAKOXK BIACTEKYIOYH X MOAEAI ITOBEAIHKH, a IipuBiAefioBani API
IIOBHHHI OOMEIKYBATUCA AAfl POOOTH AHIIE 3 BHYTpimHBOI Mepexi kommaxil. Haperrri,
KOPHCTYBAYi ITOBHHHI ITOCTIIIHO IIPOXOANUTH ayTeHTHQIKAIIIO 32 AOIIOMOTOIO 6araToakTopHOL
asrerrudikani (MFA — moOyaAoBamnuii i3 moeaHaHHA (DI3SUIHUX, AOIYHHX T2 OIOMETPHIHIX
METOAIB ITEPEBIPKM) I Ta KOHTPOAFOBATH IX 32 AOIIOMOTOIO aHTHBIPYCHOIO IIPOIPAMHOTO

3a0e3IIeUeHHA.
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BucaoBxku

TakuM YHHOM, BUTIK OOAIKOBUX AAHHX MOMKE CTATHCSA A€ 34aBIOAHO, BIA 3AAMAHOTO
IIEPCOHAABHOIO KOMITFOTEPa AO cepBepa 0a3 AaHHX. TOMy Ha KOKHOMY KPOIN AOCTYIIy AO
cekperHol iHdoOpMmamii KopucTyBadeBl IIOTPIOHO aBTOPHU3YBATHCH. JSIKIIIO, HAIIPHKAAA,
BHKOPHCTOBYETHCA 30BHIIIIHA CAYKOa aBTOPHU3ALii, 1 It CAYKOa Mae HAAIMHII OOAIKOBHI 3aITHC
y BeO-IIporpami, I BeO-IporpamMa IIOBUHHA 3a0€3IIEYUTH, 100 HAAINHHI OOAIKOBHH 3aIrnc
BHKOPHCTOBYBAaBCA CAY/KOOIO, 4 HE AIOAMHOIO rocepeAuHi. Koan BeO-cepsep 3amurye AOCTyI
AO cexkpeTHOl iHdOopMarlii, BiH TOBUHEH HAAXOAUTH 13 3aKOHHOTO IIOTOKY, 4 HE AHUIIIE BiA KOTOCh
i3 OOOAOHKOIO Ha MaIlmHi. PamroBa 3MiHa KIABKOCTI IIAKAIOYEHHX IIPUCTPOIB 20O
BUKOpHUCTaHHA BUKAUKY APl MOke CBIAYMTH PO KOMIIPOMIC OOAIKOBUX AAHHX.

[TapoAl BUKOPHCTOBYIOTBCS Ha PI3HHUX PIBHAX, BiA ONEPALIHHUX CHCTEM AO IIPOTrpam, a
TaKokK 1H(MpacTpyKkTypu. bararo kopucTyBadiB 3aIHCyrOTh HAPOAL HAa OyMasi, B OAOKHOTAX, B
3AKAQAKAX Ta 30epiraroTs OiAf KOMITTOTEpa. Beim BIAOMO fiK ApaTye HOCTIHHE BBEACHHS IIAPOAIO.
I Mu e AefKmif 9ac MATHMEMO ITAPOAI, aA€ 3 YACOM MH OYAEMO BHKOPHCTOBYBATH iX MEHIIIE.
Mu Bce 11e MATHMEMO IX Y (POHOBOMY peKUMI, 1 BOHH, HIMOBIPHO, BHKOPHUCTOBYBATUMYTHCH AK
pe3sepBHUIT METOA. AAE TEXHOAOTIA OE3TAPOABHOIO BXOAY, AKA IIATPUMYE aBTEHTUMIKAIIIIO Ha
ocHOBI ceprudikaTiB Ta 3a0e31edye OesredHe 30epiraHHA Ta KepyBaHHA ceprudikaTamMu, fKi
LIpUB’f3aHI AO KOPHCTyBada Ta KOHKPETHOIO IIPHCTPOXO, BCE OIABIIE 3aBOHOBYE mpoctip. 3
TOYKH 30py Oe3sIekd, Oe3apOAbHA peaAisamis Ha OCHOBI cepTudikaTiB € HabaraTo
OE3IEYHIINIOI, HIK BHKOPHCTAHHA CTAaHAAPTHUX OOAIKOBHX AQHHX. 3 TOYKH 30py
KOH(IACHIIIHOCT], AaHI OYAyTh OIABII 3aXHINEHHMH, 1 OCKIABKH BCE OIABIIE IIPOrpam
HIATPHMYy€E OE€3ITAPOABHY TEXHOAOTIIO, OYA€ BaKYe OTPHUMATU AOCTYII AO OOAIKOBHX 3aITHCiB

KOPHCTYBAiB, IO BIIAUBATHME HA OE3IIEKY ITEPCOHAABHHUX AAHHUX.

T e— - -
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Prcyrnox 7. Buan ekOHOMIYHIX 3AOYHHIB T4 IIAXPACTBA, BIA AKHX ITOCTPAKAAAN KOMITAHI]
BHACAIAOK KibepaTak y 2021 pori

40 3536
35
30
25
X 20
15
d fIF
5
; | i d ol
o > Q>
&@& S \&@ o &@ &Qe, p & ) &x& 0@ &‘b\o‘
QQQO éy‘” &23' onA» Qoclz‘Q rv&é‘& 025&
& S & N &
N A
< &L
‘z;@ B B Vkpaini ¥y cBiTI

Pucynox 8. Kommawii, fiki HoCTpaKaaAn Bia KiOepaTaku i3 3aCTOCYBAHHAM OAHIET 13
TEXHOAOILH

13



Tabaurs 1. BukopucraHHsa Cy9acHHX TEXHOAOLLH AASl IPOTHALL €eKOHOMIMHHM 3A0YHHAM 200

ITaXPaCTBY
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Texnoaoril B Ykpaini (%) | y csiri (%)
PeryasTopHa anaAiTuxa 33 38
ITepeBipka KOHTPAKTIB 3

KAlEHTAMI 30 25

MowniToprHr KOMyHIKAITII 27 31
ITocTifHII MOHITOPHHT 23 40
TecTyBaHHA TPAH3AKIIH 23 33
[IpakTraHe BHABACHHA 22 31

MOHITOPHHT €ACKTPOHHO] ITOIIITH 20 40

OObpoOKa BEAHUKHX MACHBIB AAHHX 20 21
3aAyYCHHS CIICIAAICTIB 3 AHAAIZY

AAHIX 19 17

Busasaenns cxem nmoseainku 17 22

MOHITOPHHT AAfL YIIPABAIHHA

PpU3HKAMH 16 28

Bisyaaisamis aannx 13 28

Bussaenns anomaiin 13 30

I I'tyannii irTeAeKT 9 11
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