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Abstract: The rapid growth of the drone industry has exceeded regulations for secure and safe drone 

operation, which makes them representative means of illegal and destructive terrors and crimes. With the 

introduction of drones into civilian technology, drones are now gaining attention as a threat to safety and 

security, which leverages the emergence of anti-drone (or counter-drone) technologies. Anti-drone 

systems are used to defend against drone accidents or terrorism. Currently, anti-drone systems preferably 

adapt military components to reach the confirmatory destruction of drones. However, several difficulties 

apply when locating military anti-drone systems in civilian areas.  Military counter-drone systems often 

use jamming systems to attack the target drone control channel. The jammer generates an extremely high 

amplitude of radio signal in the target frequency band to prevent communication. However, for non-

military applications, RF jamming to protect against high-speed drone risks potentially paralyzes existing 

wireless network systems, such as mobile access or wireless sensor networks. Thus, most national 

regulations prevent non-military use of jamming systems, and therefore civilian anti-drone systems should 

investigate other approaches to prevent illegal or unauthorized drones. Previously, radar was considered 

a less effective method for detecting drones due to the rigid nature of radar cross-sections (RCS). 

However, advancements in radar technology have now made it possible to detect a wide range of drones 

with a satisfactory level of accuracy. As a result, radar is increasingly being utilized for long-range drone 

detection. Despite this progress, the deployment of radar technology is still subject to national regulations, 

including RF licensing policies. The challenges and significant expenses associated with setting up drone 

detection radars have led civilian counter-drone initiatives to explore alternative detection techniques, 

such as optical (vision-based) systems and RF signal detection methods. Civilian approaches to 

neutralizing drones typically involve non-lethal tactics such as system takeover or net capture. These 

tactics serve as a technical counterbalance to the drones’ inherent safety and stability features, and there 

is a growing demand for research into both aspects. To make significant progress in this competitive 

field, it’s crucial to systematically enhance anti-drone systems. This involves designing them to counteract 

drones’ defensive maneuvers by adaptively countering their evasion techniques. This requires a thorough 

assessment of the latest research in drone security and safety, aiming to improve upon traditional drone 

functionalities. The author conducts an extensive analysis of anti-drone measures. In light of recent 

drone-related disturbances, we focus on identifying the specific needs of anti-drone systems. The study 

proposed a new FPV protection method, reducing equipment weight, cost, and autonomy. 
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Introduction 

The rapid growth of the drone industry has exceeded regulations for secure and safe drone 

operation, which makes them representative means of illegal and destructive terrors and crimes. 

With the introduction of drones into civilian technology, drones are now gaining attention as a 

threat to safety and security, which leverages the emergence of anti-drone (or counter-drone) 

technologies. Anti-drone systems are used to defend against drone accidents or terrorism. 

Currently, anti-drone systems preferably adapt military components to reach the confirmatory 

destruction of drones. However, several difficulties apply when locating military anti-drone 

systems in civilian areas.  Military counter-drone systems often use jamming systems to attack 

the target drone control channel. The jammer generates an extremely high amplitude of radio 

signal in the target frequency band to prevent communication. However, for non-military 

applications, RF jamming to protect against high-speed drones potentially paralyzes existing 

wireless network systems, such as mobile access or wireless sensor networks. Thus, most national 

regulations prevent non-military use of jamming systems, and therefore civilian anti-drone 

systems should investigate other approaches to prevent illegal or unauthorized drones. 

Previously, radar was considered a less effective method for detecting drones due to the rigid 

nature of radar cross-sections (RCS). However, advancements in radar technology have now 

made it possible to detect a wide range of drones with a satisfactory level of accuracy. As a result, 

radar is increasingly being utilized for long-range drone detection. Despite this progress, the 

deployment of radar technology is still subject to national regulations, including RF licensing 

policies. The challenges and significant expenses associated with setting up drone detection 

radars have led civilian counter-drone initiatives to explore alternative detection techniques, such 

as optical (vision-based) systems and RF signal detection methods. Civilian approaches to 

neutralizing drones typically involve non-lethal tactics such as system takeover or net capture. 

These tactics serve as a technical counterbalance to the drones’ inherent safety and stability 

features, and there is a growing demand for research into both aspects. To make significant 

progress in this competitive field, it is crucial to systematically enhance anti-drone systems. This 

involves designing them to counteract drones’ defensive maneuvers by adaptively countering 

their evasion techniques. This requires a thorough assessment of the latest research in drone 

security and safety, aiming to improve upon traditional drone functionalities. 

Currently, the market offers a wide variety of drones for purchase (Chadwick, 2017; Counter 

drone system, 2017; FCC…, 2011; Floreano & Wood, 2015; Mazar, 2016; Nuss, 2017; Ritchie et al., 

2017; Shapir, 2013; UK…, 2006; Wellig, 2018). Among these, First-Person View (FPV) drones 

are sometimes utilized for illicit activities. The subsequent sections will discuss drone detection 

and various protection mechanisms. An analysis of the pros and cons of numerous strategies 

will be provided. The primary emphasis will be on personal protection systems, which are 

expected to be lighter, more cost-effective, and offer greater autonomy compared to their 

stationary counterparts. 

 

The results of the study 

Drone Detection 

Drone detection systems (Aker & Kalkan, 2017; Andraši et al., 2017; Ding et al., 2018; Drone 

detection systems, 2017; Guvenc et al., 2018; Saqib et al., 2017; Spynel Series, 2020) utilize a range of 
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characteristics exhibited by drones in flight. Typically, drones generate thermal emissions, 

acoustic signals, and radio frequency (RF) signals for communication with their controllers. 

These systems gather data from sensors to verify if drones are present in the vicinity. Based on 

the collected data, they can pinpoint the probable locations of the drones. 

The table in the Appendix presents a classification of drone detection methods according 

to the type of sensing technology used (Table 1). Subsequent subsections delve into each 

detection approach, examining their fundamental operations and inherent technical constraints. 

(A) Thermal Detection 

Key drone components like motors, batteries, and electronics emit heat detectable by 

thermal imaging devices. Research has focused on identifying drones by these thermal footprints. 

For instance, Andraši et al. (2017) suggested a method to spot drones by the heat they emit mid-

flight. The Spynel product offers 360° monitoring by detecting infrared radiation from drones. 

Thermal detection stands out for its resilience to weather conditions, ability to identify 

targets, and cost-effectiveness compared to radar systems. However, its effective range is limited 

to about 51 meters, posing challenges in refining detection detail and improving thermal camera 

resolution. 

(B) RF Scanner 

Drones under remote control communicate via RF signals, transmitting sensor data and 

flight instructions. RF scanners intercept these signals to confirm drone presence. Basic RF 

detection relies on signal intelligence (SIGINT) and communication intelligence (COMINT). 

Al-Sa’d et al. developed a deep learning system to classify drone types and flight patterns (Al-

Sa’d et al., 2019; RF-300…, 2020; The UAS…, 2020). While more drone types can reduce 

classification precision, the overall detection rate remains high. DJI’s Aeroscope system 

specializes in capturing control signals from DJI drones. 

The primary limitation of RF scanning is its inability to detect drones that do not 

consistently emit RF signals, such as those on autonomous flights. Additionally, drones with 

unfamiliar control protocols or operating on different frequency bands pose detection 

challenges. Despite these drawbacks, RF scanners are widely used for their extended range and 

affordability, often in conjunction with other detection methods. 

(C) Radar-Based Detection 

Radar systems identify physical objects and assess their form, distance, velocity, and 

trajectory by analyzing the radio signals they reflect. Unlike RF scanners, which decode the signal 

itself, radar systems calculate the object’s position by measuring the time it takes for the reflected 

signal to return. Continuous-wave radar is distinct in its ability to gauge the velocity of a target 

by utilizing both range data and Doppler shift information. 

(D) Optical Camera Detection 

Optical camera detection, akin to thermal detection, has been extensively researched for its 

application in anti-drone systems. Researchers like Sapkota et al. (2016) have utilized features 

such as the histogram of oriented gradients to identify drones in images, while Jung et al. (2018) 

have developed real-time video surveillance systems capable of monitoring expansive three-

dimensional areas. Optical camera-based drone detection systems are notably cost-effective and 

subject to fewer regulatory constraints, facilitating the implementation of detailed tracking 

through widespread deployment. However, they do face limitations such as limited range, 
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dependency on clear weather conditions, and obstruction by physical barriers, necessitating their 

integration with other sensor systems. Military-grade electro-optical/infrared (EO/IR) systems, 

which combine optical and infrared sensors, are commonly used for drone detection. 

(E) Acoustic Signal Detection 

Acoustic signal detection leverages the sound emitted by drone motors, a distinctive 

characteristic of drones. Innovations by Kim et al. (2017) in machine learning using plotted 

image analysis and k-nearest neighbors algorithms have yielded accuracies of 83% and 61%, 

respectively. Despite these advancements, challenges such as limited detection range and the 

complexities of measuring direction and tracking drones persist. 

Figure 4 illustrates a comparison of various drone detection components, highlighting their 

functional capabilities and respective detection ranges. It shows that radar systems boast a 

significant minimum detection range due to their fundamental operating principles. Many 

providers are now offering hybrid drone detection systems that combine different technologies 

to enhance reliability, precision, and ease of installation. Some systems are fully automated, 

integrating detection and countermeasures like targeting and jamming, although the use of 

jammers is heavily restricted in most jurisdictions. Consequently, non-military drone 

countermeasure systems must carefully consider a broad spectrum of factors, including jamming 

restrictions, compatibility with existing radar setups, and drone neutralization methods. 

 

Drone Neutralization 

Drone neutralization is a critical aspect of anti-drone systems, aimed at curtailing the 

movement of hostile drones. These neutralization techniques are broadly categorized into 

destructive and non-destructive types. This categorization is significant as it reflects not only the 

technical challenges involved but also compliance with civil regulations. Given that the 

destruction of unauthorized drones is outlawed in numerous nations, non-destructive methods 

are often favored by public institutions. Our focus is primarily on non-destructive strategies to 

ensure the effective deployment of anti-drone systems even in dire situations. 

Typically, definitive methods like jamming are utilized to avert additional emergencies such 

as unintended landings or crashes and operational malfunctions. While jamming is both 

definitive and non-destructive, it does induce a temporary halt in communications within the 

affected vicinity. Consequently, modern tactics are designed to selectively disrupt individual 

drones based on their operational characteristics. A variety of prevalent drone neutralization 

solutions are enumerated in Table 2 (Appendix), with each method being elaborated upon in 

subsequent sections. 

A) Drone Hijacking 

In the realm of anti-drone measures, the terms “hijacking” and “spoofing” are often 

mistakenly used as synonyms. To enhance clarity, we distinguish between the two in this 

document. “Hijacking” refers to the act of an anti-drone operator taking over control of a target 

drone by any means necessary. In contrast, “spoofing” involves creating a false signal to disrupt 

the intended movement of the drone as directed by its original controller. The key distinction 

lies in the aftermath of the attack: post-hijacking, the original controller loses all control over the 

drone, whereas spoofed signals may lead to drone hijacking. 
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The rationale behind these definitions’ centers on the imperative of control deprivation. 

Seizing control from the original operator may entail tactics like jamming or hacking before the 

anti-drone system gains actual control. While hijacking presents both technical and regulatory 

challenges, it offers greater robustness compared to spoofing once control is successfully 

usurped. Nonetheless, both methods warrant thorough investigation for assured defense. 

Drones typically maintain a secure, paired connection with their operator, and hijacking 

aims to sever this link. Trujano et al. (2016) introduced a system that disrupts the pairing with a 

jamming signal, and then swiftly reconnects the drone to the attacker’s controller. Donatti et al. 

(2016) developed a hijacking system that amplifies the RF signal to take control. They explored 

drone control packet decoding and demonstrated their system with a working model. Hijacking 

is preferable for safely capturing or landing drones and aids in subsequent inquiries. However, 

challenges such as expanding coverage and adapting to various measures like autonomous flight 

and drone communication protocols remain. 

(B) Drone Spoofing 

Spoofing involves manipulating drone signals to either commandeer the drone or alter its 

flight path. Drones typically navigate using the operator’s RF signal for location and altitude, 

while relying on sensor data for their current status. GPS signals are crucial for determining a 

drone’s position, whether in manual or autonomous mode. Noh et al. (2019) devised a system 

that emits counterfeit GPS signals, tricking the drone’s GPS receiver and causing it to 

miscalculate its location. This system aims to covertly redirect the drone, particularly when it 

enters GPS failsafe mode. Simple spoofing methods can exploit various sensor types and may 

be used in tandem. While deceiving drone sensors is feasible through numerous strategies, the 

lack of additional safety protocols for certain areas can lead to incidents like crash landings due 

to loss of control by the drone operator. 

(C) Geofencing 

Geofencing-based drone neutralization systems prevent drones from entering designated 

areas. The most common implementation allows drones to autonomously decide whether to 

land based on their current location (Hermand et al., 2019). There are two main types of geofence 

technology: dynamic geofences, which disseminate information about no-fly zones, and static 

geofences, which rely on a repository of flight permission data accessible to drones. Most 

commercial drones equipped with standard flight control stacks, such as PX4 and ArduPilot, 

feature built-in auto-landing for safety (ArduPilot Documentation, 2016; Meier et al., 2015). This 

effectively deters hobby drones from unauthorized areas but is ineffective against drones that 

have been modified to bypass these systems. Since geofencing depends on the drone’s internal 

navigation, malfunctioning drones could still breach secure zones. Further research into 

proactive geofencing is needed to overcome these issues, potentially incorporating spoofing and 

hijacking methods. 

(D) Drone Jamming 

Drone jamming incapacitates the communication link between a drone and its controller by 

flooding the frequency range with overpowering RF signals. These signals, often empty packets, 

disrupt the drone’s ability to receive legitimate commands, rendering it uncontrollable. Jamming 

technologies are diverse, tailored to specific goals and coverage areas, and can be categorized as 

follows: 
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• Directional vs. Omnidirectional: Directional jamming targets a specific path, while 

omnidirectional jamming affects all directions. 

• Stationary vs. Mobile: Stationary jamming is fixed to a location like a base station, whereas 

mobile jamming is deployed from portable units, such as handheld devices or vehicle 

mounts. 

• Narrow vs. Wide Bandwidth: The bandwidth of the jamming signal can be narrow, affecting 

a specific frequency, or wide, covering a broader spectrum. 

• GPS vs. Communication Jamming: GPS jamming disrupts a drone’s navigation systems, 

while communication jamming interrupts the control signals from the operator. 

Some jammers target specific network layers, but as drones often use non-standard 

communication protocols, these methods are not detailed here. Jamming is favored in anti-drone 

systems for its simplicity, reliability, and broad range. However, due to its potential to interfere 

with other electromagnetic communications, including TV, telecommunication, and air traffic 

control, its use is heavily regulated or prohibited in many countries. 

(E) Killer Drones 

“Killer drones” refer to legal drones designed to pursue and physically disable target drones. 

Unlike drone capture methods, killer drones aim to make contact and cause damage. They 

require swift, accurate decision-making, precise path estimation, and high durability. Although 

still in early development, swarming killer drones with collective intelligence and precise tracking 

could become an effective multi-target neutralization strategy. Regulatory constraints similar to 

those on jamming and radar technologies apply, but advancements in drone management 

systems could ease these restrictions. 

(F) Drone Capture 

Drone capture methods involve physically restraining a target drone using tools like nets. 

Capture systems are bifurcated into: 

• Terrestrial Capture: Operated by humans or vehicles, these systems offer a variety of net 

sizes and capacities. 

• Aerial Capture: Mounted on defender drones, these systems are limited by the carrying 

capacity but offer greater precision and speed. 

The choice between terrestrial and aerial capture depends on various factors, including 

device coverage, cost-performance balance, and the drones’ load-bearing capacity. Both methods 

have their merits and should be further explored. As drone neutralization techniques leverage 

the operational characteristics of drones, they can trigger unintended behaviors. Therefore, a 

comprehensive approach that combines multiple neutralization strategies is essential to increase 

success rates. It is also crucial to keep pace with drone safety technologies like anti-spoofing and 

anti-hijacking. Anti-drone systems must strategically plan neutralizations, taking into account the 

effective range and anticipated flight paths of target drones. 

 

Summary 

Drone Detection: The integration of multiple detection systems has led to a moderate 

success rate in drone detection. Despite limitations like range and weather dependency, the 

industry is moving towards hybrid systems for better efficiency. We have provided guidelines 
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for setting up these systems, emphasizing the need for a strategic analysis of the defense area 

and the importance of a cohesive drone identification network for effective tracking and 

neutralization. 

Drone Identification: Still in its nascent stages, drone identification systems are crucial for 

regulatory compliance and are expected to become more significant than detection systems 

alone. The potential for attaching active transponders to drones is being explored, which will be 

vital for managing airspace, especially with the rise of the Personal Air Vehicle (PAV) industry. 

We have categorized neutralization techniques into destructive and non-destructive, noting 

that non-destructive methods may become obsolete due to advancements in drone security. 

While jamming is prevalent, its aggressive nature and the development of anti-jamming 

technologies call for alternative strategies. Geofencing could mitigate risks from authorized 

drones, but physical defenses may be necessary for deliberate threats. 

Anti-drone systems must be multifaceted, incorporating various neutralization techniques 

to ensure robust defense. Our guidelines provide a framework for assessing drone threats and 

formulating safe neutralization strategies. As the field evolves, the design of anti-drone systems 

must adapt to address the challenges posed by sophisticated drones without relying on military-

grade weaponry. Our survey aims to contribute to the expansion of drone safety zones and the 

advancement of anti-drone technologies. 

In the study presented, we introduce an innovative approach to enhance the efficiency of 

anti-drone jamming systems for individual use. The system is composed of two main 

components: a drone detection subsystem and a jamming subsystem, as illustrated in the 

accompanying block diagram (Figure 1). Traditional non-stationary jamming systems are plagued 

by significant drawbacks, such as excessive weight and the tendency to jam across broad 

frequency bands. Our solution to mitigate these issues involves the utilization of a single 

amplifier in conjunction with multiple antennas, replacing the need for numerous individual 

amplifier units. This amplifier is designed to accommodate various commonly utilized 

frequencies and to switch between different narrow-band antennas. The key benefit of this 

system lies in the employment of a microprocessor to generate a diverse range of frequencies. 

For the identification of commonly employed frequencies and amplitudes, we employ the 

technique of software-defined radio (SDR). The SDR module is tasked with receiving signals 

across a wide frequency band and pinpointing the peak signals. Upon detection of a drone’s 

control frequency, the microprocessor module is triggered to initiate jamming on that specific 

frequency. 

This proposed methodology significantly boosts the power output of the module while 

simultaneously reducing the overall weight of the device. The need for multiple amplifiers is 

eliminated, as we now require only a solitary amplifier capable of adjusting its frequency range 

to suit various needs. 

 

Discussion 

The article in question sets out to conduct a thorough examination of First-Person View 

(FPV) drone protection systems. It delves into the merits and demerits of various methodologies. 

The jamming system we propose is designed to address and rectify certain shortcomings present 
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in existing systems. Future research endeavors could potentially explore the operational range, 

energy efficiency, and economic feasibility of such systems. 

 

Conclusion 

It is worth noting that the proliferation of drones, particularly FPV models, presents both 

opportunities and challenges. While they offer innovative applications, their potential misuse for 

criminal activities cannot be ignored. The exploration of drone detection and protection 

mechanisms is therefore crucial. The strategies discussed highlight a range of techniques, each 

with its own set of advantages and limitations. Emphasizing personal protection, the ideal system 

would combine reduced weight, lower costs, and enhanced autonomy, distinguishing itself from 

more cumbersome stationary systems. Such advancements promise to bolster security measures 

while maintaining accessibility and ease of use for individuals seeking to safeguard their privacy 

and safety in an increasingly drone-populated airspace. 
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Table 1. Drone Detection Technologies 
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Table 2. Drone Neutralization Technologies 

 

 

 

 

Figure 1. The diagram of the system, composed of two main components: a 
drone detection subsystem and a jamming subsystem 


