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Post-Quantum Cryptography trends and perspectives 

 

Abstract: This paper devoted to overview impact of quantum computing to modern cryptography and to 

analyze possible trends of cryptography development in the next years. Quantum computing became 

more popular these days and performance obtained using quantum computers promises to be extremely 

high. This trend causes to the security risks of current cryptographic algorithms usage without sufficient 

feasibility and analysis. It means that extremely high performance of quantum computers will be able to 

break some of existing cryptographic algorithm and produce the risk in security at all. To avoid such 

situation many cryptography specialists within whole world start research in the direction of so-called 

Post-quantum Cryptographic algorithms. Currently there are several projects performing research in this 

direction. Actuality of this topic is confirmed by many scientific papers in this direction. So, this paper 

contains overview of cryptography trends considering quantum computing coming in the nearest future. 
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Abbreviations: 

AES – Advanced Encryption Standard, 

ECC – Elliptic Curve Cryptography, 

DES – Data Encryption Standard, 

KEM – key encapsulation mechanism, 

LWE – learning-with-errors, 

NIST – National Institute of Standards and Technology, 

SIS – short integer solution. 

 

Introduction 

Cryptography is the science of mathematical methods for ensuring the confidentiality, 

integrity and authenticity of information. In recent decades, the scope of cryptography has 

expanded to include not only secret data transmission, but also methods for verifying message 

integrity, sender identification, authentication, digital signatures, interactive confirmations, and 

secure communication technologies. Widespread use of computer networks, in particular, the 

global Internet, development of electronic banking technologies, increases the amount of 
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restricted information transferring of state, military, commercial and private data. This leads to 

development of new directions in cryptography, including public key distribution systems and 

electronic key distribution systems and electronic digital signature systems. Today it is difficult 

to find an information or telecommunication system, which would not use the mechanisms of 

cryptographic information security mechanisms. Today we are at the new step in cryptography 

development which is related with invention of quantum computers. Due to quantum computers 

performance cryptographic algorithms need to be improved or the new algorithms developed. 

The direction of cryptographic algorithms development that shall be reliable in the era of 

quantum computers is called post-quantum cryptography. 

 

Cryptography history overview 

Cryptography, as the science of protecting information from unauthorized access, has a long 

history. The beginnings of cryptography can be traced back to ancient civilizations that used 

various encryption methods to preserve significant data and communication confidentiality. 

However, an expanded description of cryptography as a modern science with mathematical and 

computer foundations began to develop in the 20th century with the advent of electronic devices 

and computers that required more sophisticated encryption methods to ensure data security. 

Thus, cryptography has become a key branch in cybersecurity and information security. 

In ancient times, cryptography was already used to protect significant information and 

ensure the confidentiality of communications. One of the most famous examples is Caesar’s 

cipher, where each letter of a text was replaced by another letter at a certain offset in the alphabet. 

Ancient cryptography methods also include the more complex Atbash cipher, which used the 

replacement of letters of the alphabet with their “reverse” letters, and other methods of replacing 

characters. Ancient civilizations such as Egypt, Greece, and Rome also played a significant role 

in the development of cryptography, using ciphers for communication and military purposes. 

In the 20th century significant development in cryptography happened due to the emergence 

of new technologies and mathematical methods that have significantly increased the complexity 

of information security. During World War I, cryptography became a significant tool for military 

area, e.g., the German Enigma cipher was considered extremely difficult to decipher, but was 

cracked by British and Polish cryptanalysts, which significantly influenced the course of the war. 

In the 1970s and 1980s, the mathematical foundations of modern cryptography were developed, 

such as asymmetric ciphers and protocols based on complex mathematical problems such as the 

factorization of large numbers and the discrete logarithm. With the development of computers, 

new opportunities have occurred for the development and use of cryptographic algorithms. 

Computer cryptography has become a significant field, providing security for electronic 

communications and transactions (Maqsood et al., 2017; Rathidevi et al., 2017). 

Starting from 1970s and 1980s, the first standards for cryptographic algorithms were 

created, such as DES. Later, other standards such as AES appeared, which are widely used 

around the world till these days. 

At the beginning of the 21st century, the active study of quantum cryptography was started, 

which is based on the principles of quantum mechanics. This branch of cryptography has the 

potential to ensure absolute security of communications (Bernstein et al., 2009). 

 



3 

Quantum computing principles 

Quantum computers began to appear on the horizon of science and technology in the 

second half of the 20th century, when scientists began to explore the possibilities of using the 

principles of quantum mechanics for computing. One of the key moments was the publication 

of the Shor`s factorization algorithm by Peter Shor in 1994, which demonstrated the potential 

of quantum computers in solving complex problems such as factorizing large numbers. 

Since then, significant advances have been made in the development of hardware for 

quantum computing, such as qubits, quantum gates, and quantum computing devices. In 

addition, a variety of quantum algorithms have been created that can be used to solve a variety 

of problems, including cryptography, optimization, simulation of quantum systems, and many 

others (Bernstein & Lange, 2017; Maqsood et al., 2017). 

Today, quantum computers remain at the early stages of development and their capabilities 

and limitations are still being studied. Nevertheless, they have the potential to become a 

promising technology for solving complex computing problems that currently require a large 

number of resources of traditional computers. 

The principle of a quantum computer is based on the peculiarities of processing and storing 

information using qubits, the basic quantum analogues of classical bits. Qubits represent the 

states of a quantum system, which can be in a vertical or horizontal position, corresponding to 

the “0” or “1” values of classical bits. However, qubits can also be in a superposition of states, 

which allows them to store and process information faster and more efficiently than classical 

bits. 

There are some other often used terms in quantum commuting: Quantum gates, Quantum 

algorithms and Quantum assembly. Quantum gates are similar to classical logic gates and perform 

operations on qubits such as rotation, superposition storage, state mixing, etc. These gates allow 

a quantum computer to perform computations and logical operations. Quantum assembly allows 

you to read information stored in qubits and convert this information into a classical output that 

can be interpreted by humans or other classical computers. Quantum computers use special 

Quantum algorithms that exploit the unique properties of quantum mechanics to solve complex 

computational problems such as significant for cryptography factorization of large numbers. 

Quantum computing is based on the next three principles: superposition, entanglement and 

decoherence. Superposition, like in other scientific fields, means that adding two or more 

quantum states produces another valid quantum state. Quantum entanglement is phenomena 

when quantum state of two or more objects are described in relation to each other, even if the 

individual objects are separated in space. Finally, quantum decoherence is the loss of the 

quantum state in a qubit. 

In general, the operation of a quantum computer is based on the use of quantum principles 

and algorithms to perform computations and process information, which can be much faster 

and more efficient (Paquin et al., 2020). 

 

Impact of quantum computers to cryptographic algorithms 

The impact of quantum computers on modern cryptography is a significant topic of 

discussion in information security. The main aspect of this impact includes breaking of existing 

cryptographic algorithms. 



4 

Some modern cryptographic algorithms, such as RSA and ECC, are based on complex 

mathematical problems, such as factorizing large numbers or calculating the discrete logarithm. 

Quantum computers can use algorithms that effectively break these mathematical problems, 

which leads to lose of security of such cryptographic systems. However, the development of 

quantum cryptography, which is based on the principles of quantum mechanics, may provide 

new methods of protecting information from quantum attacks, e.g., quantum cryptography can 

use the principles of quantum key exchange to ensure absolute confidentiality of data 

transmission. 

The introduction of quantum computers may cause to potential challenges to existing 

information security systems, as cryptographic algorithms previously considered secure may be 

vulnerable to quantum attacks. This may require a review and update of cryptographic protocols 

and algorithms to ensure resilience to quantum computing. 

The purpose of post-quantum cryptography is to develop cryptographic methods and 

protocols that remain resistant to attacks that can be carried out using quantum computers. Since 

quantum computers can break some modern cryptographic algorithms, such as RSA and ECC, 

by using algorithms that effectively solve the complex mathematical problems on which these 

algorithms are based, post-quantum cryptography creates new methods of protecting 

information. 

Post-quantum cryptography uses the principles of quantum mechanics to solve complex 

mathematical problems that form the basis of cryptographic algorithms. Post-quantum 

cryptography involves the development of new cryptographic protocols and algorithms that 

remain resistant to attacks by quantum computers. These algorithms can be based on other 

mathematical problems that are considered difficult for quantum computers or on quantum 

principles such as quantum key exchange. It is significant to note that some of existing 

cryptographic protocols can be adapted to protect against attacks by quantum computers by 

using longer keys or other security measures. 

Considering this, the impact of quantum computers on modern cryptography creates not 

only both potential threats and also open new opportunities for the development of new 

methods of information protection. It is significant to continue researching these aspects and 

developing strategies to adapt to the new challenges. 

 

Post-quantum projects overview 

There are many projects in post-quantum cryptography that aim to develop and apply new 

methods of protecting information in the face of threats from quantum computers. Some of the 

most famous projects are mentioned and supported by NIST Post-Quantum Cryptography page. 

A project of the NIST aimed at creating post-quantum cryptography standards to protect 

information from quantum attacks. This project evaluates various candidates for post-quantum 

cryptography standards and develops recommendations for their use (Moody et al., 2016). 

The most famous Post-Quantum Cryptography algorithms are: CRYSTALS-Dilithium, 

CRYSTALS-Kyber, Falcon. The information below is mostly taken from the official sites of 

these algorithms and contains some detailed explanation of these algorithms. 

CRYSTALS-Dilithium is a digital signature scheme that is strongly secure under chosen 

message attacks based on the hardness of lattice problems over module lattices (Cryptographic 
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Suite …, 2018). The security notion means that an adversary having access to a signing oracle 

cannot produce a signature of a message whose signature he has not yet seen, nor produce a 

different signature of a message that he already saw signed. Dilithium is one of the candidate 

algorithms submitted to the NIST Post-quantum cryptography project. The design of Dilithium 

is based on the “Fiat-Shamir with Aborts” technique of Lyubashevsky which uses rejection 

sampling to make lattice-based Fiat-Shamir schemes compact and secure. The scheme with the 

smallest signature sizes using this approach is the one of Ducas, Durmus, Lepoint, and 

Lyubashevsky which is based on the NTRU assumption and crucially uses Gaussian sampling 

for creating signatures. Because Gaussian sampling is hard to implement securely and efficiently, 

we opted to only use the uniform distribution. Dilithium improves on the most efficient scheme 

that only uses the uniform distribution, due to Bai and Galbraith, by using a new technique that 

shrinks the public key by more than a factor of 2. To the best of our knowledge, Dilithium has 

the smallest public key + signature size of any lattice-based signature scheme that only uses 

uniform sampling. Performance overview is shown in the table of the Appendix (Table 1). 

CRYSTALS-Kyber is an IND-CCA2-secure KEM, whose security is based on the hardness 

of solving the LWE problem over module lattices. Kyber is one of the finalists in the NIST Post-

quantum cryptography project as well. The submission lists three different parameter sets aiming 

at different security levels. Specifically, Kyber-512 aims at security roughly equivalent to AES-

128, Kyber-768 aims at security roughly equivalent to AES-192, and Kyber-1024 aims at security 

roughly equivalent to AES-256.  The design of Kyber has its roots in the seminal LWE-based 

encryption scheme of Regev. Since Regev’s original work, the practical efficiency of LWE 

encryption schemes has been improved by observing that the secret in LWE can come from the 

same distribution as the noise and also noticing that “LWE-like” schemes can be built by using 

a square (rather than a rectangular) matrix as the public key. Another improvement was applying 

an idea originally used in the NTRU cryptosystem to define the Ring-LWE and Module-LWE 

problems that used polynomial rings rather than integers. The CCA-secure KEM Kyber is built 

on top of a CPA-secure cryptosystem that is based on the hardness of Module-LWE. 

Falcon is a cryptographic signature algorithm submitted to NIST Post-quantum 

Cryptography Project on November 30th, 2017 (Fast-Fourier …, 2017). Falcon is based on the 

theoretical framework of Gentry, Peikert and Vaikuntanathan for lattice-based signature 

schemes. It instantiates that framework over NTRU lattices, with a trapdoor sampler called “fast 

Fourier sampling”. The underlying hard problem is the SIS problem over NTRU lattices, for 

which no efficient solving algorithm is currently known in the general case, even with the help 

of quantum computers. Falcon offers the following features: 

• Security: a true Gaussian sampler is used internally, which guarantees negligible leakage of 

information on the secret key up to a practically infinite number of signatures (more than 

264). 

• Compactness: thanks to the use of NTRU lattices, signatures are substantially shorter than 

in any lattice-based signature scheme with the same security guarantees, while the public 

keys are around the same size. 

• Speed: use of fast Fourier sampling allows for very fast implementations, in the thousands 

of signatures per second on a common computer; verification is five to ten times faster. 
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• Scalability: operations have cost O (n log n) for degree n, allowing the use of very long-term 

security parameters at moderate cost. 

• RAM Economy: the enhanced key generation algorithm of Falcon uses less than 30 

kilobytes of RAM, a hundredfold improvement over previous design such as NTRUSign. 

Falcon is compatible with small, memory-constrained embedded devices. 

Performance of Falcon algorithm is shown in the table of the Appendix (Table 2). 

 

Conclusion 

Impact of quantum computers on modern cryptography creates not only both potential 

threats and also opens new opportunities for the development of new methods of information 

protection. It is significant to continue researching these aspects and developing strategies to 

adapt to the new challenges. Quantum computers can use algorithms that effectively break 

famous cryptographic algorithms like RSA and ECC, which leads to lose of security of such 

cryptographic systems. From another side, development of quantum cryptography, provides 

new methods of protecting information from quantum attacks, e.g., post-quantum cryptography 

can ensure absolute confidentiality of data transmission. 

There are many projects in post-quantum cryptography that aim to develop and apply new 

methods of protecting information in the face of threats from quantum computers. The most 

famous projects are supported by National Institute of Standards and Technology and described 

on their web page. 

Actuality of post-quantum cryptography is confirmed by many scientific papers related to 

this topic. 
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Appendix 

 

Table 1. Performance Overview of CRYSTALS-Dilithium algorithm 

Dilithium2 

Sizes (in bytes) Skylake cycles (ref) Skylake cycles (avx2) 

    gen: 300751 gen: 124031 

pk: 1312 sign: 1355434 sign: 333013 

sig: 2420 verify: 327362 verify: 118412 

Dilithium3 

Sizes (in bytes) Skylake cycles (ref) Skylake cycles (avx2) 

sk:   gen: 544232 gen: 256403 

pk: 1952 sign: 2348703 sign: 529106 

sig: 3293 verify: 522267 verify: 179424 

Dilithium5 

Sizes (in bytes) Skylake cycles (ref) Skylake cycles (avx2) 

sk:   gen: 819475 gen: 298050 

pk: 2592 sign: 2856803 sign: 642192 

sig: 4595 verify: 871609 verify: 279936 

(Source: Cryptographic Suite …, 2018) 

 

Table 2. Performance Overview of Falcon algorithm 

variant 
keygen 

(ms) 

keygen 

(RAM) 
sign/s verify/s pub size sig size 

Falcon-

512 
8.64 14336 5948.1 27933.0 897 666 

Falcon-

1024 
27.45 28672 2913.0 13650.0 1793 1280 

(Source: Fast-Fourier …, 2017) 

 


